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[Tpunoxenus: 1 @oHJ OLIEHOYHBIX CPEICTB JI MPOBEACHUS MPOMEKYTOUHON aTTECTAMHI

2 [11a6yioH 3a1aHust HA KypCOBOM MPOEKT



1 Hepeqenb IVIAHUPYEMBIX pE3yJ/IbTAaTOB 06y‘leHI/lﬂ Mo JTUCHUINIJINHE, COOTHECCHHBIX C IVIAHUPYEMBIMHU peE3yJibTaTaMHU OCBOCHHUSA

o0pa3oBaTeJIbHOM MPOrPaMMBbI

B pesynbraTe ocBoeHHsI 00pa30BaTENbHOM MPOTrpaMMbl OakalaBpuaTa OOYYarOIIUICS JODKEH OBIIAJIETh CIEIYIOUIMMHU Pe3yJbTaTaMu

0o0yueHus 10 AUCIUTLINHE:

KO,I[ N HAUMCHOBAHHEC

KOI[ 1 HAMMCHOBAHHC MHHUKATOpa

[Tnanupyemsble pe3ynbTaThl 00yUeHUs

KOMIIETEHIIMHA IOCTHIKEHUS KOMITETEHIINHA (meckpunTopsbI)
OIIK-3 Cnocob6en pemath crad- | OIIK-3.3 Hcnonp3oBaHue cu- | 3HAeT: THIBI MOJKIIOUCHUS K TIJI00aIbHOM CETH; CIOCOOBI CO3/aHUS
JapTHble 3a7a4u  [podeccruo- | CTEMHBIX UM MPUKIAAHBIX IPO- | BUPTYalbHO-HE3aBUCUMOTr0 KaHasa B riiobansHoM cetu (VPN); mporo-

HAJIbHOW JIeATEIbHOCTH Ha OCHO-
Be MH(POPMALMOHHON U OHOIHO-
rpadu4ecKkoil KynbTyphl € HpHU-
MEHEHUEM nH(pOpMaAIMOHHO-
KOMMYHHKAIIHOHHBIX TEXHOJIOTHUI1
U C YYETOM OCHOBHBIX TpeOoBa-
HUI nMHpOpMalMOHHOHN Oe3omac-
HOCTHU

rpaMMm Uil oOecriedeHHs 0e3-
OIIaCHOTO M OTKa30yCTOMYUBOIO
COEUMHEHHS C III00aIBbHON CETHIO
Internet

koJbl cteka TCP/IP; mpoTokosibl 3amuineHHon nepenayu nanapix (3H-
1).

YMeeT: UCNONB30BATH CHUCTEMHBIE W NPHUKIAJAHBIE IPOrpPaMMbl IS
obecrieueHrs 0€30MaCHOr0 M OTKA30yCTOMYMBOTO COCJAMHEHHS C TJIO-
OanpHOI ceThio Internet (V-1).

Baaneer: MeTronamMu MpOEKTHPOBAHUS 3ANTUIIICHHBIX KOPHOPATUBHBIX
ceTeil M OLICHKU MX XapakTeprcTuk (B-1).

IIK-3 CriocobeH npoeKkTupoBaTh
WH(POPMAIIMOHHBIE CHCTEMBI 10
BUJaM 00eCTIeYeHHUs

IIK-3.11 Omnpenenenue Kiroye-
BEIX CBOMCTB CUCTEMEI

3HaeT: TEXHOJOTHIO PA0OThI C KOMITBIOTEPOM KaK CPEJICTBOM YIpaBlie-
HUsA I/IH(bOpMaIII/IOHHI)IMI/I IIOTOKaMH, HpO6J’IeMBI M HAIIpaBJICHHUA pa3BU-
TUs1 THTepHET-TEXHOJIOTHIA; OCHOBHBIE CIIOCOOBI BEpCTKU BeO-cTpaHuil
(3H-2).

YMeeT: OCyIIECTBIATh MOUCK M aHAIM3 WH()OpPMAIMK B MHTEPHET IS
I/IH(bOpMaIII/IOHHOFO oOecrieueHns u OICHKHU OCATCIBHOCTU JBJICKTPOH-
HOTO TIPEANPHUSITHS, HCIOJIb30BaTh HABBIKM BeO-mporpaMMHpOBaHUs
JJIs1 TIOBBIILICHU ST CbYHKHI/IOHa.]'H)HI)IX BO3MOXKHOCTEU CHCTEMBI OUCTAaH-
IIMOHHOTO JIOCTYyIa K pecypcaMm MPearpHusThs; TMPUMEHITh COBPEMEH-
HBIC I/IHCbOpMaI_[I/IOHHBIe TEXHOJIOTUU W MHHOBAIWMOHHBIC IMOAXOABI ITPpU
pa3paboTke cucteM, 00BEKTOB, MPOILECCOB M TEXHOJIOTUI 3JIEKTPOHHO-
ro ousneca (Y-2).

Buiajeer: OCHOBHBIMU METOJIAMH M CPEJCTBAMU MHTEPHET-TEXHOJIOTHI
JUIS peIieHust 3amad npodeCCHOHATBHON JEeSITEIbHOCTH; 0a30BBIMHU
preMaMH CO3/IaHus U porpammupoBanus MHTepHeT-pecypcos (B-2).




KO,I[ N HAUMCHOBAHHEC
KOMIICTCHIIU

KOI[ 1 HAMMCHOBAHHC MHIHWKATOpa
JOCTHIXXCHHA KOMIICTCHIIMH

[Tnanupyemble pe3ynbTaTbl 00ydeHUs
(neckpunTopsl)

IIK-3.12 HMcnonp3oBaHHE METO-
JIOB TIPOCKTUPOBAHUS 3aIUIICH-
HBIX KOPIIOPAaTHBHBIX CETEH U
OIICHKH WX XapaKTePUCTHK TIpU
paspabotke koHuenuuu MC

3naer: [IpuHIMIBI U TEXHOJOTUH TTI00ATBHBIX CETEH U ceTe HocTyna.
CereBble onepanroHHble cUcTeMbl. OCHOBHBIE ONPEIEIECHU, KIACCH-
(UKalMI0 U AKCIUTYyaTallMOHHbIE XapaKTEPUCTHKHU JIOKAJIBHBIX HH(OP-
ManuoHHbIX cetet (3H-3).

YMmeer: AHanu3upoBaTh CTPYKTYpY KopropatuBHoU cetu. OO0CHOBATh
NpUMEHEHHE MPOTOKOJOB MaplipyTusauuu. Vcrnonb3oBaTh mpHUKIaI-
HbIE TIPOTOKOJIBI U CepBUCHL. Vcmonap30BaTh cTaHIapTHBIE MPOTOKOIBI
creka TCP/IP nnst opraHu3anuy CETE€BOTO Ui OPraHU3AIMHM B3aMMO-
NEHCTBHUS MPUJIOKEHUI B pacmpelie]IeHHONW cucTeme. BhIMomHATh WH-
CTaJUISIIMIO U NIePBOHAYAIBbHYI0 HacTpoiiky cereBoit OC (V-3).
Bnapneer: HaBbikamMu KOH(UIypupOBaHHS CETEBOrO OOOPYIOBaHHS U
nporpaMMHOro obecrniedueHus. HaBbIkaMu HCIIOJIB30BaHHS COBPEMEH-
HBIX IPOrpaMMHBIX cpeacTB (B-3).




2 MecTO IMCHUILIMHBI B CTPYKTYpe 00pa3oBaTe/ibHOI IPOrpaMMbl

Jucrurmiria «HTepHET-TeXHOIOTHN» OTHOCUTCS K TUCHUILUTHHAM 0053aTe/IbHON YacTH
(b1.0.19) u usyuaercs Ha 3 Kypce B 6 cemectpe.

B MeToanueckoM IiaHe AUCUUIUIMHA ONMUPAETCS HA AJIEMEHTHl KOMIIETeHIUH, CPOpMHu-
pOBaHHBIC MPH U3ydeHUU auciUILine «MHpopmarukay, «[IporpammupoBanue», «OCHOBBI IH]-
POBOI AIIEKTPOHUKNY, «VICTOpUS M MEPCIEKTHBBI Pa3BUTHs WHPOPMATUKUA U BBIYUCIUTEIBHOM
TEXHUKN.

HOJIyquHBIG B IIpoHecCC H3YUYCHUSA OUCHUITIIMHBI ((HHTCpHeT-TeXHOJIOFI/II/I)) 3HaHUA,
YMEHHSI U HaBBIKK MOTYT OBITh MCIIOJIb30BaHbI B HAYYHO-HCCIIEI0BATEILCKOM Pab0OTe CTyACHTa U

IIPY BBITIOJTHEHUH BBITYCKHOM KBaJIU(DUKAITMOHHOM PabOTHI.

3 O0beM AUCHUILIUHBI

Bun yaeOHo# paboTh Beero,

v p 3E/akanem. 4acos

OO0mast Tpy10eMKOCTb 1M CHUILTHHbBI 4/ 144

(3a4eTHBIX eAMHMII/ aKaIEMUYECKIX YacOB)

KonrakTHas padora ¢ npenogaBaresnem: 65
3aHSTHS JICKIIMOHHOTO THITA 16
3aHSTHUS] CEMUHAPCKOTO TUTIA, B T.4. 30

CCMUHAPLbI, MPAKTUUCCKHUEC 3aHATHA —

nabopaTopHble paboThI 30
kypcoBoe npoexktupoBanue (KP wmum KIT) 15
KCP 4
JpyTUE BUJIbI KOHTAKTHOM paboThI -

CamocrosiTeJibHAasi pa6oTa 43
®opma texkymero koutpos (Kp, pedepar, PI'P, acce) 3 Kp
®opma npome:xytrouHnoii arrecraumnu (KP, KII , 3auer, sx3amen) K11,

Ik3amen/36




4 Coaep:xanue JUCHUNIMHBI

4.1 Pa3zgeanpl AMCUMIIIMHBI U BUABI 3aHATHI
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1. | AnnapatHoe  oOecrieyeHne U
OPUHIUIBL  (QYHKIIMOHUPOBAHHS 4 — 8 4 IK-3 I1K-3.12
KOPIOPAaTHBHBIX ceTel
2. | [Ipuxnanueie cepBucs Intranet 3 _ 6 4 K-3 K-3.11
3. | Anroputrmbl MapuIpyTH3auH 3 B 6 4 [IK-3 IK-3.11
KOPIOPATUBHBIX ceTel
4. | OCHOBBI TIOCTPOEHHUS 3alIUIICH- OIlK-3, | OIIK-3.3,
3 — 6 7
HBIX HH(GOPMAIIMOHHBIX CUCTEM IK-3 IK-3.12
5. | [IpoektupoBanue cucrem HHPOP-
MaIlMOHHOM 0€30MacHOCTH KOPIIO- OIlK-3, | OIIK-3.3,
3 - 4 24
paTUBHBIX W MPOMBIIIJICHHBIX Ce- IK-3 IK-3.12
Teu
Hroro: 16 30 43




4.2 3auaTud JeKIMOHHOI0 THIIA

Ne paznena
JICIUTIAHBI

HaunmenoBanue TeMbl
U KpaTKOe COJIepKaHUE 3aHATHS

O0nemM,
aKaJl. 4achl

WnanoBanu-
oHHas ¢hopma

1

AnnmapatHoe o0OecnedyeHHe M TNPUHIHIBI
(GyHKUMOHUPOBAHMS KOPIIOPATHUBHBIX ceTeil
Crpykrypa riodansHo cetu. [lepcrieKTHBEI
pa3BUTHUs, OCHOBHBIC HAIIpaBJICHUS HOBBIX HC-
cienoBannii. DyHkuu (enepaabHbIX, PETHO-
HaJIbHBIX M MECTHBIX y3JI0B. OmnpezesneHue npo-
Baiinepa. HeoOxomumoe obGopynoBanue. Bumsl
YCIIYT U CEpBHUCOB MpOBaKEpa.

4

Jlexuus-
BHU3yaJl3a-
s

IIpuxaanueie cepBuchl Intranet

IIporokosn RARP, kak npeniiecTBeHHUK MPOTO-
koina DHCP. IIporoxon DHCP.Cucrema DNS.
[lepBuunblii 1 BTOpUuHBIM cepBepa DNS. Pe-
BepCHbIE 3anpochl. CepBUC ANEKTPOHHON MOYTHI.
[Tonp30BaTenbCKUM KIMEHT — (YHKLHH, alro-
put™ padotsl. TpancnoptHslii areHT. JloctaBou-
HBI areHr.

Tpaguunon-
Hasl TEeKIU

AJITOPUTMBI MAapLIPYTH3AUMUH KOPNOPATHB-
HBIX ceTel

[Ipotrokon OSPF. MHoOrokputrepuaibHOCTb:
HaJEKHOCTb, CKOPOCTb, 1I€HA, YIUIOTHEHHE. AJl-
roput™ JleikeTpel. Tabmuipl MapuipyTHU3aIuu.
Mapupyruzarop-mactep. [Iporokon RIP. Kpu-
Tepuii mMapupyrusanuu. dopmar kazapa. Airo-
PUTM palOTHI.

Tpaguunon-
Hasl JISKIIUA

OcCHOBBI MOCTPOEHMS 3alMIIEHHbIX HHGOP-
MAILMOHHBIX CHCTEM

VPN. IlpuHiunel co3naHusi BHPTYyalbHO HE3a-
BHCHUMOT0 KaHana uHTepHer. Kpunrouuios. Op-
raHu3alys J0CTyIa yepes cepBep 0€30MacHOCTH.
Jlemuinrapu3oBaHHas 30Ha.

TpaguunoHn-
Hasl JISKIIU

IIpoexTupoBanue cucreM HH(OPMALMOHHOH
0e301aCHOCTH KOPNOPATHBHBIX CeTeH

Firewall — ¢yHkImu, BUIBI, CIOCOOBI pa3merrie-
Hus. lludpoBanue Ha anmapaTHOM YPOBHE —
kpunromnatel. [ludpoBanue dvepe3 TyHHETb.
[IIu¢ppoBanne Ha ypoBHE NaHHBIX. YTPO3BI CO-
HHAITBHBIX ceTel. YEpHBIN peKIIaMIIUK. AyTcOop-
cur. HoneyPot —rumsbl, coco0sl pa3MmerieHus.
IDS/IPS —ocobenHoCTH paboThI

Tpanuuuon-
Hasl JICKLIHS

Utoro:

16




4.3 3aHSTHS CEMHUHAPCKOI'0 THIIA

4.3.1 CeMuHapbl, NPaKTHYECKHE 3AHATUS

He npenycMoTpensl

4.3.2 JlaGopaTopHbIe 3aHATHSA

Ne paznena HanmenoBanue TeMbl O6newm,
WNunoBarnmonHas hopma
JWCIUTUTMHBL | M KPaTKOe COACPIKaHUE 3aHATHUS aKaJl. 4acel

1 ArmmapaTHoe o0ecriedeHue u 8 -
MIPUHIIMITE PYHKITHOHUPOBAHUS
KOPIIOPATHBHBIX CETEH

2 6 WHTepakTuBHBIE TpE-

HUHTH 110 BBIOOPY THIIA
[Ipuknagueie cepsucsl Intranet.
¥ KOH(UTYpaIuu
Firewall

3 6 Jlokapl, OCHOBaHHBIC

AJTOPUTMBI MapIIPYTU3ALNH Ha METOMKE CO3/IaHus
CKEHUCOB»

4 6 [IpumeHneHne MmeToauku
OCHOBBI MOCTPOCHUS 3aALTUIIICH-
HBIX UH(OPMAIIMOHHBIX CUCTEM PA3BHTHA KPHTHICCKOTO

p MbluieHus -TPKM

5 4 OO6cyx1eHns HHAUBUAY-
[IpoexktupoBanue cucteM HHPOP- aIbHO-OPUEHTUPOBAH-
MAaIMOHHOHN 0€30MMacCHOCTH KOP- HBIX MapIIpPyTOB, B KOH-
MOPAaTUBHBIX CETeH TeKcTe OaKanaBpCKOn

paboThI

Uroro: 30




4.4 CamocTosiTeJIbHAsi padoTa 00y4aroIuXxcsi

Ne paznena | [lepeueHb BOIpocoOB sl CAMOCTOSATENBHOIO U3Y4e- O0newm, dopma KoH-
JUCIUTIAHBI HUs aKaJl. 4yachl TPOJIst

1 AmnmnapaTHoe ofOecrieyeHre U IPUHIUIBI ()YHKIHO- 4 KonTponbHas
HUPOBAHUS KOPHOPATUBHBIX cereil. CTaHaapTsl U pabota Nel
METOIbI TOCTPOEHUS IIHU(PPOBHIX KaHAJIOB.

2 [Ipuknagneie cepBuchl Intranet. MHOTOypOBHEBBIE 4 KonTponbhas
reTeporeHHbie HHTePEHCHI ISl OpraHu3auu 00- pabota No2
paboTKH 3arpoca KIMEeHTa Mo npoTokoy http.

2,3 Anroput™bl Mapiipytuzanuu. OCoO€HHOCTH TO- 4 KontponbHas
cTpoenus Poccuiickoro cermeHTa. pabota Ne3

4 OcCHOBBI MOCTPOCHHMSI 3AIIMIIEHHBIX HHGpOpMAaIU- 7 YcTHbil
OHHBIX cUCTeM. AyTeHTHU(UKaIuUs 1Mo OHOMETpH- onpoc
YECKUM XapaKTEPUCTUKAM.

1 [IpoexkTupoBanue cucteM HH(POpPMALMOHHOW 0Oe€3- 24 Kypcosoii
OMACHOCTH KOPHOpaTHBHBIX ceTeill. OmnpenencHue MPOEKT
yiep0a i Koprnopauuu, UCXOs U3 cocTaBa ara-

KyeMmbIX JnaHHbIX. Co34aHME CUCTEMbl NUCTaHIU-

OHHOI'O J0CTyna K HH(OPMalMOHHBIM pecypcam

PETPUITHS

Utoro: 43 3ammura KI1

4.5 Tembl U coepKaHNe KOHTPOJIBHBIX padoT

IIpennonaraercs HamucaHWe CTYAEHTAMH NMHUCBMEHHBIX TPEX KOHTPOJbHBIX paboT. Kow-
mponvhble padomot Nel, Ne2 u Ne3 BKIIOYAIOT TECTOBbIE 3aJJaHHS U BBITTOIHSAIOTCS C MTOMOIIBIO
MPUKIIATHOTO TPOrPaMMHOr0 oOecredeHus Al TECTUPOBaHus 3HaHUM oOyuatouiuxcs ¢ Gpopmu-
POBaHMEM COOTBETCTBYIOIIETO oT4eTa (mpoTokosa o0yueHus). Konrponsusie padbotsl Nel, Ne2 u
Ne3 BBINOJHSIOTCS CTyIEHTaMH Ha 3 Kypce Mocje 3aBEepLICHHUs U3YUEHHsI OYepEeHOM TeMbl WK
paszena JUCHUIUIMHBI.

KonTtponbHbIe paboThI MOCBSIICHBI CIEAYIOMEH TeMAaTHUKE:

Koumponsnasn paboma Nel. AnnapatHoe oOecrieueHHE W MPUHIUNBI (YHKIIMOHU-
POBaHMS KOPIIOPATUBHBIX ceTeil. CTaHmapThl U METOJNbI MOCTPOCHUS NU(PPOBBIX KaHa-
JIOB..

Konmponwvnaa paboma Ne2. I1puxknannsie cepBucel Intranet. MHOroypoBHEBBIE Tre-
TEepOreHHbIe MHTEP(DENCHI UIsl OpraHu3anuu 00paboTKU 3ampoca KIHEHTa 0 TPOTOKOITY
http.

Konmponwsnas paboma Ne3. Anroputmsl Mapuipytu3anuu. OcoOEHHOCTH MOCTpoe-
HUst PoCcHiiCKOro cerMeHra..

[Tpumeps! TecToBbIX 3aaanuit 1o KoHTponbHeM pabotam Ne 1-3:
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Nurepuer-npoBaiiaep Boiaenui aapec cetu 206.73.118.0. B cooTBeTcTBHM C BapUaHTOM OIpe-
JIEJIATH U 3aHECTH B TaOJIHILY

KonnuectBo OMT, HEOOXOAUMOE JJISI HACHTH-
(dbuKaTopa nmojceTu

KonmuecTBo OuT, HEOOXOIUMOE ISl HJICHTH-
¢dbukaTopa y3ina

Macka 1mojiceTs B BUjie rnpeduxca ceTu

Macka IOACECTHU B ACCATUYHO-TOYCYHOM BUIC

ApFYMeHTI/II)OBaHO OTBCTUTDH HA BOIIPOC, IPUHAAJICIKAT JIK JIBA IP ajJipeca K OI[HOﬁ IIOJCCTH.
Macka noaceTu HCIIOJIB3YCTCA Ta KC, YTO U B ICPBOM 3adHUH.

KopnopatuBHas ceTh ucnosb3yer aapeca kinacca B u qomxHa odecrieyuBaTh Kak MUHU-
MyM 1000 noacereit ¢ 60 KOMIIBIOTEPAMH B KaXIOM.
Kakast 13 npuBeICHHBIX MacOK JIJIsI 3TOTO TOAXOAUT?

1. 255.255.128.0
255.255.240.0
255.255.255.128
255.255.255.192
255.255.255.224

o~ D

Mapurpytuzarop nojiydaeT nakeT ¢ aapecom HazHaueHus 172.16.59.179/22.
Kakoii moaceTy 3TOT makeT ajpecoBaH?

1. 172.16.56.0/22;
172.16.59.0/22;
172.16.48.0/22;
172.16.32.0/22;

172.16.56.48/22
CryneHTy HEOOXOAMMO MPEACTaBUTH CIIAl-TIPE3EHTAIMI0 C OCHOBHBIMHU PE3yJIbTaTaMHU

o~ D

KOHTPOJIBHBIX pa0OT, OTYET O BHIMOJIHEHHBIX KOHTPOJIbHBIX paboTax B pacreyaTaHHOM BHJIE U B
AJIEKTPOHHOM BHJIE Ha JTI0O0M HOcHTese HH(POpMAaLIUK.

OTuéT AOKEH BKIIIOYATh: TUTYJIBHBIN JIMCT, COJepKaHUe paboThl, AITOPUTM pEIICHUS
(mpu He0OXOIMMOCTH) U Pe3yJbTaThl PEIICHUs OCTaBICHHON 3a1ayl. Ha TUTYnbHOM JUCTE OT-
4y€Ta O BBIIIOJIHEHUU KOHTPOJIBHBIX padOT HEOOXOIMMO yKa3aTh (haMUIIHIO, UMSI U OTUYECTBO CTY-
JIeHTa, HOMep y4eOHO! TPpYIIbl, HOMEP KOHTPOJIBHOM pabOTHI.

IIo KOHTPOJBHBIM PabOTaM yCTAaHABIMBAIOTCS OIICHKH «3aYT€HO» WIIM «HE 3aYTCHOY,
(bopmupyeMble IO pe3ynbTaTaM MPeICTABICHHBIX OTYETOB U YCTHOIO cOOECeI0BaHNUS.

O1eHKa «3a4TE€HOY» CTaBUTCA, €CIIM CTYJIEHT BlIajieeT HeOOXOAUMBIMU 3HAHUSAMH, YMEHU-
MU U HaBBIKaMH NP BBITOJIHEHNN KOHTPOJIbHBIX 33JaHUM.

OI_IGHKa «HC 3a4YTCHO» CTAaBUTCS, CCJIIN CTYACHT HCIIOCJICIOBATCIICH B U3JIOKCHUU PC3YJib-
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TaTOB PabOT, HE B MOJHOM Mepe BiajeeT HEOOXOAUMBIMA YMEHUSAMH U HaBBIKAMH INIPH BBITOJI-

HCHHUH KOHTPOJIBHBIX BaHaHHfI.

4.6 TeMbl KYPCOBBIX IPOEKTOB

TeMmbl 1 coep:kaHue KyPCOBOI0 MPOEKTA

Lenvio Kypcoeoz2o npoexma SABIAETCA MOITYYEHUE NIPAKTUYECKUX HABBIKOB CO3/IaHUS CH-
CTE€M JMCTAHLIMOHHOIO JOCTYyIa K pecypcaM IPEAIPUATHS C OrPAaHUYEHHBIM YUCIIOM I10JIb30Ba-
TeJen.

Temamuxa Kypcogeoeo npoekma — «IIpoextupoBanue NHGOPMAIMOHHOTO TOPTANA MPEIIPHs-
THSA ¢ UHTephEeHcOoM JUIsl TUCTAHIIMOHHOTO JOCTYyNa K JEMUIMTAPU30BaHHOW MH()OPMAIMOHHON 30HE,
BKITIOUAIOIIEH CepBepHBIN kiacTep. Pa3paboTka KOMIDIEKCHOW CHCTEMBI 0€30MacHOCTH TMPEaIpHUATHS,
BKJIIOYAIOLIEH amnapaTHO-IporpaMMHusble cpenctsa (appliance) n xareropupoBanue 0OBEKTOB M CyObeK-
TOB Oe3omacHocTny. HAMBUIyalIbHBIE 33/1a4U KOHKPETU3UPYIOT TUIIBI NPEANPUATUN U L€ CO-
31aHUSA JUCTAaHIUMOHHOIrO noctyna. @opMupoBaHuE 3aaHKs HAa KypCOBOE IPOEKTHUPOBAHUE Be-
JIeTCsl C y4eTOM OYAyIIel TeMaTUKU BBITYCKHON KBATM()UKAMOHHOW PaOOTHI.

Cooepoicanue Kypcogo2o npoekma:

1.IlpoexkTupoBaHye CUCTEMbI JUCTAaHIIMOHHOIO A0CTymna K pecypcam npennpustus (CAIPII)
1.1Ha3nauenue u oonacte npumenenust CIJAPII
1.23rans! npoextuposanus CJIJIPIT
1.1.1Apxurextypa CJIPII. Onucanue ypoBHe# u, BXOIAMHKX B UX cocTas 38eHbeB, CAJIPII.
1.1.2 CpaBuutenbusblii aHanu3 cymectByromux CIJIPII B paccmaTprBaeMoii 001acTH.
1.1.3[poexTHpoBaHKe TPOrpaMMHOro odecrieueHus sl Kaxxaoro yposHas (3Bena) CJIJIPIT
1.1.4Crtpyxkrypa unrepdeiica CIIPII
1.1.3.1Tomomorn4eckasi cxema pecypcoB HH(PpOPMAIIMOHHON YacTH MmopTaia
1.1.3.2UML auarpaMmsl 1oJib30BaTelei, UMEIOIIUX JIOCTYII K TOPTaTy
1.1.3.3[Ipumepsr uarepdeiicos CAJPIT
1.1.3.49tans! packpytku CIJIPIT
s o6ecnieueHmss mHPOPMAITMOHHONW 0€30ITaCHOCTH KOPIOpaIuy pa3paboTaTh 3 COCTABIISIONINE:
3amuTa OT HECAaHKIIMOHUPOBAHHOTO JOCTYTIA.
1. Perucrpanus: mpu AOCTYyIE K CEpBEPY WM HCIIOIB30BaHUM Pa0OUYMX CTAaHIMK B KAUueCTBE Jie-
MTO3UTApHSL:
2. OrpaHuueHHe TpaB JIOCTYIA K 00bEeKTaM KOPIIOPATUBHOMN CETH Yepe3 MpaBa U aTpHOYTHI:
chopMHPOBaTH MOJIEIb IOBEPHsL: 00CIEI0BaHHE KOJUIEKTUBA COTPYAHUKOB C LEIIbIO BBISBIIE-
HUS BO3MOXHBIX HHCAalIepOB; pa3OreHue Bceil nHPOpMaLuy Mo KilaccaM 3alliThl, B 3aBUCH-
MOCTH OT Ba)KHOCTH MH(OpPMAIIMHU 1 MOCIIECTBUN €€ YTEUKH.
3. 3ammTa KIHO4eBBIX HCTOYHUKOB HH(popMauuu. [IpeayioxKuTs ucronp30BaHre CTaHIAPTHBIX
CPEACTB 3aILMTHI: TaTYMKU JBIKEHHS C OMOBEIIEHUEM; 3aIlUTa OT (PU3NIECKOT0 U3BJICUCHHUS
KECTKOTO JMCcKa; muppoBanne nHpopMaruu «Ha Jety». Co3aarh KiacTep THIA «aKTHB-
HBIWA/aKTUBHBIN» ¢ QYHKIUSIME OaJTaHCHPOBKHU HATPY3KH U BBICOKOH JocTynHOocTH. Obecrie-
YEeHUE OTKA30yCTOMYMBOCTH 3aKJII0UACTCS B HCIIOJIb30BAHMH AYOIUPYIOUINX JTUHUN CBSI3H U
JUHUAHN 3HeprocHadkeHus. s XxpaHeHus1 JaHHBIX UcTionb30BaTh SAN.
3amura OT BHYTPEHHUX HapyLIEHUH OJUTUKHA O€30I1aCHOCTH.
1. Ecmuu B cocTaB KOpIOpaLMK BXOAAT MOOHUIIbHBIE HHPOPMAIIHOHHBIE O0BEKTHI, TOUKA JOCTyIa
JIOJKHA OBITH BBITIOJIHEHA C IIH(PYIOLUTIM MOIYJIEM.
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2. Coznanue BupTyanbHbix ceteid. VLAN nomkHa 6bITh chopMupoBaHa Ha 6a3e KOMMYTaTo-
POB, BCE KOMMYTAaTOPBI KOHPHUTYPUPYIOTCS HHIUBUIYAIbHO, B COOTBETCTBHH C MOJEINBIO J10-
BepHUs 1 OM3HEC-MOICTIBIO.
3. Ha kommbroTepax KOPIOPaTUBHOM CETH YCTAaHOBHUTH CHICUATIBHOE IPOrPAMMHO — amapar-
HOe o0ecrieueHne, OrpaHHIHNBAIOIIEE UCIIOIb30BAaHNE BHEIITHUX HOCHTEICH.
3amuTa nepuMeTpa KOPIOpaTUBHOM CETH OT PA3INYHBIX BUJIOB aTak.
1. Pa3paboraTh 1 HACTPOCHBI JBa 00BEKTA CHCTEMbI IMUTALIMH YS3BUMOCTH CETEBBIX CEPBECOB.
2. Jlnst obecrieueHnst KOHTPOJIS TOCTYIA K 00BEKTaM KOPIIOPAaTHBHOM CeTH, pa3paboTarh CH-
crema firewall-oB. CxeMBI OAKITFOYEHNS ¥ HACTPONKH JOKHBI OBITH BBIITOJHEHBI B COOT-
BETCTBHH C MOJEJBIO IOBEPUS U MOJICIBIO PHCKOB.
3. B cooTBeTCTBHHU C MOJEIBIO PUCKOB U MOJICIBIO TOBEPHsI CHOPMUPOBATH KOMILICKC aHTHBH-
PYCHOM 3aIlIUTHL.
Cnenath 000CHOBaHHBII BBIBOJI O BO3MOKHOCTH BHEJPEHUS CUCTEMBI O€30ITaCHOCTH Ha MPe-
NPUSITHE 3aKa34YHKa.

[IpoekTHas TOKyMEHTALUsI KYpCOBOTO COAEpKUT: apxurektypy CIIPII ¢ moxpoOHbIM omu-
CaHUEM YpOBHEH U, BXOJSIINX B UX COCTaB 3BEHBEB; CPABHUTENbHBIN aHanu3 cyumectByromux CIJIPII B
paccMmaTpuBaeMoi 001acTH; CPaBHUTENBHBIHM aHaIN3 IPOrpaMMHOro 00eCHeUeHus], I03BOJISIONIEr0 pea-
TU30BaTh Kbl ypoBeHb (3BeH0) C/IJIPII 1 060cHOBaHHEII BRIBOJ O MPEAIOYTUTENFHOM UCIIOIB30Ba-
Huu 110 Ha kKaxmoM U3 ypoBHE. Tomonornyeckyro cxeMy pecypcoB HH(pOPMAIMOHHOMN YacTH MOpTaa.
UML mauarpaMmel mmons30BaTeneil, IMEIONUX AOCTY K opTaiy. [Ipumepst unarepdeiicos CAJPIL, no-
MOJIHUTEIBHYIO COIPOBOAUTENIBHYIO TOKYMEHTALUIO 110 YKAa3aHUIO IIPEoaBaTels.

IIpumepHvie memwvl Kypco8o2o npoekma:

1 TIpoexrupoanue uHpOPMALUOHHOTO NopTana npeanpustus «[Ipuosepckuii x1e603aB0oI» C
uHTepdHercoM I TUCTAHIIMOHHOTO JIOCTYNA K ACMUJIUTAPU30BAaHHON MH(OPMAIIMOHHOW 30HE, BKIHOYA-
IOLIEeH CepBEpHBIN KJacTep U3 YETHIPEX CEepBepOoB Ul oOecredeHus: npuemMa 3aka3oB. Pa3zpaboTka KoM-
TUIEKCHON CHCTEMBI O€30MacHOCTH MPEANPUATHS, BKIIOYAIOIIEH arapaTHO-IIporpaMMHBIE cpecTBa (ap-

pliance) u kareropupoBaHre 0OBHEKTOB U CyOBEKTOB OE30MACHOCTH.

2 TpoexTupoBanue MHMOPMALUOHHOTO MOPTAA HPEAIPHATHS MO MPOU3BOJACTBY IPOMBIII-
JIEHHBIX CMa30K C HHTEP(ErcoM s AUCTAHIIMOHHOTO JIOCTYIA K JeMHUIUTAPU30BAaHHON MH(OPMAITNOH-
HOW 30HE, BKJIFOUAIOIICH CepBepHbIN KilacTep U3 ABYX cepBepoB bas JlanHbix. Pa3paboTka KOMITICKCHON
CHCTeMbI 0E30ITaCHOCTH MPEANPHATHS, BKJIIOYAIOIIEH ammapaTHO-porpaMMHbie cpeactsa (appliance) u
KaTerOpUPOBaHUE OOBEKTOB M CYyOBEKTOB O€30MACHOCTH.

3 TIpoektupopanue MHMOPMALMOHHOTO TOPTANa YACTHOH INKONBI ¢ MHTepdeiicoM I au-
CTaHIIMOHHOTO JIOCTYTA K IEMWINTAPHU30BAHHOIN HH()OPMAIMOHHOH 30HE, BKIIIOYAIOIIEH CepBEPHBIil KiIa-
CTep M3 YEThIpeX CEpPBEPOB Ui OOeCIeUeHHs MPOCMOTpa ycreBaeMoCTH. Pa3zpaboTka KOMIUIEKCHON CH-
cTeMbl 0E30MaCHOCTH MPEANPHUATHS, BKIIOYAIONICH anmapaTHO-TIporpaMMHbie cpenctsa (appliance) u

KaTeropupOBaHUE OOBEKTOB U CYyOBEKTOB 0€3011aCHOCTH.
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5 IlepeueHb y4eOHO-METOANYECKOr0 o0ecriedeHHs JJIs1 CAMOCTOSTEIbHOH PadoThl

00yYaKOIIHUXCS 10 TUCIHIIJINHE

Meroauueckue yKazaHus st 00y9aroIuXCsl M0 OPTaHU3AIUU CAMOCTOSTEIBHON PaOOThI
10 JAMCUMILIMHE, BKIIIOYAs MEPEUYCHb TEM CaMOCTOSTENLHON paboThl, (HOPMBI TEKYILETO KOH-
TPOJISt 110 TUCIUIUIMHE W TPEOOBAHMS K MX BBIOJHEHUIO PAa3MENIEHBI B 3JIEKTPOHHON HH(pOpMa-
HoHHO-00pa3zoBaTensHOl cpeae CIIGI TU(TY) na caiite: http://media.technolog.edu.ru.

6 ®oH/1 OLIEHOYHBIX CPEICTB /JIsl MPOBeIeHUSs MPOMEKYTOUHOM aTTeCTAllUH

CBOEBpEMEHHOE BBINOJIHEHNE 00YUYaIOUIMMCSI MEPONIPUSATUIN TEKYIIET0 KOHTPOJIS 1MO3BO-
JISI€T TPEBBICUTH (JIOCTUTHYTH) MOPOTOBBIM YPOBEHD («yAOBIETBOPUTEIHHO») OCBOCHUS MPEY-
CMOTPEHHBIX 3JIEMEHTOB KOMIIETEHIIUH.

Pe3ynpTaThl AMCUUIUIMHBI CYUTAIOTCS JOCTUTHYTBIMH, €CIIH JJI BCEX AJIEMEHTOB KOMIIE-
TEHLUI NPEBbIIIEH (JIOCTUTHYT) IOPOTOBBI YPOBEHb OCBOEHUSI KOMIIETEHIIMY HA IaHHOM 3Talle.

[IpomexyTouHas arrectanus 10 JUCHUILUIMHE IPOBOAUTCS B POpME dK3aMEHa U 3alllUThI
KypCOBOI'O IPOEKTa B 6 ceMecTpe.

K cnaue sk3ameHa J1OMYCKalOTCsl CTY/AEHTHI, BHINOJIHUBIINE BCe (POPMBI TEKYLIETO KOH-
TPOJISL.

DK3aMeH NpeaycMaTpUBaeT BHIOOPOYHYIO MPOBEPKY OCBOEHHUS MPETyCMOTPEHHBIX 3Jie-
MEHTOB KOMIIETEHIMI M KOMIUIEKTYETCS TPEeMs TEOPETUYECKMMH BOIPOCAMU IJI ITPOBEPKU
3HaHUU. KypcoBoii IpOEKT npeaycMaTpUBaeT IPOBEPKY YMEHUN U HABBIKOB.

[Ipu cnaye sK3aMeHa CTYAEHT MOJy4yaeT TPU BOIIPOCa U3 MEPEUYHs] BOIPOCOB, BpeMs MO/~

TOTOBKHM CTYyJIEHTa K YCTHOMY OTBeTY — 710 30 MuH.

IIpumep BapraHTa BOIPOCOB HA HK3aMEHE:

Bapuant Ne 1

1. [TpyHIMIIBI TOCTPOECHUS OTKA30yCTOMUMBBIX CHCTEM.
2. [Tapapurmel cemeiictBa npotokonoB TCP/IP.
3. CtpykTypa OOBEAMHEHHON KOMIIBIOTEPHOW CeTH OOpa30oBaHMs,

HAaVYKH U KVJIBTVYDBI.

®oHJ OLIEHOYHBIX CpCACTB IO AUCHUIIMHE TPECIACTABJICH B HpI/IJIO)KeHI/II/I Ne 1.

[Tpumep 3agaHKs Ha BBIOJIHEHHE KYPCOBOTO MpoeKTa npuBeaeH B [Ipunoxenun Ne 2.
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7 Hepeqenb y‘leﬁHLIX H3}13HHﬁ, H606X0)II/IMLIX AJIfd OCBOCHUSA JUCHUILIIHHBI

a) neuamuole U30AHUA.

1 Bpoiino, B. JI. BeruucnureabHbie CUCTEMBI, CETH U TEIEKOMMYHUKAIIMH : y4e0. 1o-
cobue s By30B / B. JI. bpoiino, O. B. Unbuna. — 4-¢ uzn. — M. ; CII6. ; H. Hosropon : Ilutep,
2011. - 554 c.

2 Kosanenko, B. B. IIpoekTupoBanre nHHOPMAITMOHHBIX CUCTEM : y4el. mocodue s
By30B / B. B. KoBanenko. — M. : ®opym, 2012. — 319 c.

3 Hopenxos, . I1. ABromarn3upoBanHbie HHPOPMAITHOHHBIE CUCTEMBI : y4e0. Moco-
6ue ns By3oB / U. I1. Hopenkos. — M. : U3n-8o MI'TY um. H.D. baymana, 2011. — 342 c.

4  Awntonosa, I'. M. CoBpemennsie cpenctsa OBM u TenekoMMyHHKaIMil : y4el. mo-
cobue ms By3oB / I'. M. AnToHoBa, A. 1O. baiikos. — M. : Axanemus, 2010. — 142 c.

5 IlleBuenko, B. I1. BeraucnureabHbIe CUCTEMBI, CETH U TEICKOMMYHUKAIIUU : y4eO-
Huk Juig By30B / B. I1. llleBuenko. — M. : KnoPyc, 2012. — 288 c.

6 Xopomesckuid, B. I'. ApxuTekTypa BBIUHUCIMTEIBHBIX CUCTEM: y4yeb. mocobue amns
By30B/ B. I'. XopomeBckuii. — 2-¢ m3a. - M.: U3n-so MI'TY um. H.D.baymana, 2008. — 519 c.

7 Menexun, B.®. BoruncnurenbHple MalluHBI, CUCTEMBI U CETU: YUYEOHUK JIS BY30B
/B.®. Menexun, E.I" ITaBnosckuii. — 3-e uza. — M.: Academia, 2010.-555c¢.

8 Ilmatonos, B.B. IlporpammHOo — ammapatHble cpeicTBa obecriedeHusi WH(OpMaIIn-
OHHOM 0€30MacHOCTH BBIUYMCIUTENBHBIX ceTel: yueb. mocodue ais By3oB /B.B. [Tnatonos. — M.:
Axanemus, 2006. — 239¢

0) 3n1eKmponHble yueOHbvie U30AHUA:
9 TempbOyx, C.C. Cetn ODBM U TeleKOMMYHUKAUU. APXUTEKTypa M OpTaHHU3AIlHs:
yue6. mocobue /C.C. I'ens0yx. — CII6.; M.; Kpacuoaap: Jlaus, 2019. — 208c¢. (3BC Jlaub)
10 AGpocumos, JI.W. bazucHble MeToO/bI IPOEKTUPOBAHUS U aHAIN3a ceTeit DBM: yuel.
noco6ue /JI.1. A6pocumos. — CII6.; M.; KpacHonap: Jlanb, 2018. — 212¢. (OBC Jlanb)
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8 Hepeqeﬂb IJIEKTPOHHBIX 06p330B3TeJILHLIX pecypcoB, H606X0)II/IMI>IX aJid 0CBOC-

HHUA JUCIUIIJINHBI

Pabounii yueOHBII MIaH TOATOTOBKM OakaiaBpoB IO MporpamMme OakalaBpHara Harpas-
nenus noarotosku 09.03.03 «lIpuknagnas napopmarruka», pabodas mporpamma JUCIHUILIHHBI 1
y4eOHO-METOIUYECKUE MAaTEPUAITBI 110 JUCIUIUIMHE Pa3MEIICHBI B AJIEKTPOHHOW MH(OPMAIHOH-
HO-oOpa3oBarenbHOM  cpexe  CIIOITHU(TY) wa  caiite Memma  mo  ajapecy:
http://media.technolog.edu.ru.

Jist IOATOTOBKYU K JTAOOPAaTOPHBIM M MPAKTUYECKUM 3aHSATHSM, BBIITOJHEHHSI KYPCOBOTO
IPOCKTa U CaMOCTOSITEIIbHON pabOThI CTYJICHTBI MOTYT HCIIOJIb30BaTh cienyromue VHTepHeT-
pecypcehr:

innovation.gov.ru (caidT 06 naHOBanusX B Poccun);

inftech.webservis.ru, citforum.ru (caiiTel ”HPOPMAIIMOHHBIX TEXHOJIOTHUH);

www.novtex.ru/IT (Be6-ctpanuna xypHana « MHGOpMaIIMOHHbBIE TEXHOIOTHI);

WWW.exponenta.ru (oopa3oBaTelIbHbIM MaTEMAaTHUECKHUI CAlT);

model.exponenta.ru (caifT 0 MOJACITUPOBAHUH U UCCIICIOBAHUH CHCTEM, 00BEKTOB, TEXHO-
JIOTHYECKUX TPOIECCOB U (PU3NUECKUX SBIICHHIA);

prodav.exponenta.ru, sernam.ru (caifTsl no nudpoBoit 06padboTKe CUTHATIOB);

www.gosthelp.ru/text/GOSTR507794096Statistiche,
www.statsoft.ru/home/textbook/modules/stquacon (BeO-cTpaHHIbI, TOCBAIICHHBIE METOAAM |
CpeACcTBaM MOHUTOPHHTA U KOHTPOJISI KAUeCTBA);

www.blackboard.com, bb.vpgroup.ru, moodle.org, websoft.ru/db/wb/root_id/webtutor,
websoft.ru/db/wb/root_id/courselab (pecypcsl, nocsiieHHbIe cpeaM 3JIEKTPOHHOTO 00y4eHHs);

edu.ru (dbenepanbHbIif mopTan «Poccuiickoe o0pa3zoBaHHUE);

www.openet.ru (pOCCUUCKHI TTOPTal OTKPBITOTO 00pa3oBaHus);

elibrary.ru (uHpOpManmOoHHO-aHANUTHYECKUH nopTan «HayuHast snekTpoHHass OubIMo-
TEKay);

webotknowledge.com, scopus.com (MexayHapOAHBIC MYJIbTHIUCIUTIMHAPHBIC aHATH-
TUYeCKue pedepaTUBHbIC 0a3bl TaHHBIX HAYYHBIX MYOIUKAIH).

DNEeKTPOHHO-0MOIMOTEYHBIE CUCTEMBI:

«ONEeKTpOHHBIM yuTaNbHbIM 3am — bubmmoTex» (pexxum npoctymna: http://bibl.Iti-
gti.ru/servicel.html, BX0ox 1Mo JOTHHY U TAPOJIIIO);

«Jlanby» (pexum pocryna: http://e.lanbook.com/books, cBo60HBII BX0J ¢ IH000T0 3ape-

TUCTPUPOBAHHOI'O KOMIIBKOTCpA I/IHCTI/ITYTa).

16



9 MeToauuecKkue YKazaHus 1Jid Oﬁy‘lalOHIHXCﬂ 0 OCBOCHHIO JTUCHMUILJIUHBI

[IpenoaBanye HacTOSIMIEH MUCHMIUIMHBI PEAyCMaTpUBaeT NOApOoOHOE H3ydeHUE MTPHH-
IIUTIOB ITOCTPOCHUS OTKA30yCTOMUMBBIX U PACIIPE/ICICHHBIX BBIYACIUTEIBHBIX CUCTEM, COOTBET-
CTBYIOIIMX 33JJaAHHOMY YPOBHIO MH(OPMAIMOHHOHW Oe30macHOCTH. MIMEHHO 3TO MO3BOJUT CTY-
JICHTaM B JajbHEHIIeM OOOCHOBAaHHO PELIaTh CTAaHAAPTHBIC 3a/1a4d NPo(ecCHOHATBHOU Jes-
TEJIBHOCTH, IPUHUMATh y4acTHE BO BHEAPCHHH, aJJaliTAllMU M HACTPOHKE BHIYMCIUTEIBHBIX CHU-
CTEM U CeTel pa3IMYHOr0 HA3HAYEHUS, a TAKXKE MPUOOPECTH HEKOTOPHIE HABBIKU B X Pa3padboT-
K€ U COIPOBOXKICHUH.

3aHATHSA TO AWCHMIUIMHE HEOOXOIMMO MPOBOAMTH B COOTBETCTBHHM C TPEOOBAaHHSIMHU
CTaHJApPTOB:

1 Bunsl yueOnbix 3anstuid. Jlekuus. O6mwme tpeboBanus : CTII CII6ITHU 040-02 /
CIIOI' TU(TY). — Beea. ¢ 01.07.2002. — CII6. : [6. u.], 2002. — 7.00 c.

2  Buasl yueOHbIx 3anstuil. Jlaboparopusie 3anstusa. OOume TpeGoBaHUS K OpTraHu3a-
iy 1 poseenuto : CTIT CII6ITH 020-2011 / CIIGI TU(TY). — CII6. : [6. u.], 2011. — 21 c.

3 Bugsr yuebnsix 3anstuii. Kypcosoii npoekt. Kypcosast padora. O0mume TpeboBaHus
: CTO CIIOI'TU(TY) 044-2012 / CIIGI' TU(TY). — Bzamen CTII CII6GI'TU 044-99 ; BBen. c
01.06.2012. - CII6. : [6. n.], 2012. — 44 c.

4 Tlopsimok mpoBeneHus 3adeToB u dk3amenoB : CTII CIIGI'TU 016-2015 /
CIIGI'TU(TY). — CII6. : [6. n.], 2015. - 21 c.

5 Bupasl yuebnsix 3ansaTuil. CamocTosTenbHas IiaHupyeMas pabota cryneHToB. O0-
mue TpeboBanus kK opranuzanuu u nposeneHuto : CTIT CIIOI'TU 048-2009 / CIIGI TU(TY). —
Been. ¢ 01.01.2010. — CII6. : [6. u.], 2009. - 6 c.

[TmanupoBaHue BpeMeHHU, HEOOXOJMMOTO Ha W3yUeHHE ITaHHOW MUCIMIUIMHBI, JTydIe
BCET0 OCYILECTBIISATh Ha BECh CEMECTp, NMpelycMaTpuBas MPH 3TOM DPErYISIPHOE MOBTOPEHUE
IpoiiIeHHOr0 MaTepHaa.

OCHOBHBIMHU YCIIOBUSIMH TIPABWJIBHOW OpraHM3aliu y4eOHOTO Tpolecca sl CTYJCHTOB
SBJISIETCA: TUIAHOBOCTh B OpraHM3alliu y4eOHOH pabOThI; CEphe3HOE OTHOILIEHHE K HU3Y4YEHHUIO
MaTepHaa; MoCTOSTHHBIN CaMOKOHTPOJIb.

Ha naGopaTopHbIX 3aHATHSIX MOCI]IE BBIIOJHEHUS J1a00paTOPHBIX pabOT CTYAEHTHI C UC-
MIOJIb30BAaHUEM KOMITBIOTEPOB M COOTBETCTBYIOIIETO MPOTPAMMHOTO OOECTICUSHHSI TTOATOTABIIH-
BAIOT COOTBETCTBYIOIINE OTYETHI.

3anmTy KypcoBOro MPOeKTa Mo AUCHUILIMHE CIEAYET MPOBOAUTEH C IPUMEHEHHEM MYJIb-
TUMEIMHHON TEXHUKHU C TeTBI0 IEMOHCTPAIH pa3paboTaHHOTO MPOTPAMMHOTO 00ECTICYCHUS U
IPE3EHTAIIOHHOTO MaTepraa.

[TpomerxyTouHas aTTecTanys 1Mo JUCIHUIUIMHE OCYILECTBIISICTCS B KOHIIE CEMECTPa B BUJE
3a4yeTa WM SK3aMeHa, IPOBOJUMOr0O B YCTHOU (popMe, a TakKe BBIMOIHEHUSI KYPCOBOTO MPOECK-
Ta.

HeO6XOI[I/IMI)IM YCJIOBUEM IMOJTYUYCHHA OOIMYCKA K 3a4CTy HUIJIN 3K3aMCHY SABJISACTCA BBIIIOJI-
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HEHHE U 3alUTa CTYIEHTOM BCeX JIAOOPAaTOPHBIX padoT, MPETyCMOTPEHHBIX paboyel mporpam-
MOM.

IIpy moAroroBke K 3a4eTy MM DK3aMEHY PEKOMEHIYETCs HECKOJBKO pa3 IPOYMTATh
KOHCIIEKT JIEKIIMH, JTOTIOJIHEHHBIH MH(OpMaIeil u3 peKOMEHAyeMbIX MCTOYHUKOB. IIpu 3ToM
CTYJCHT, ITOHSB JIOTMKY U3JI0KEHHs y4eOHOr0 MaTepHaa, ojay4yaeT peACcTaBIeHUE O IpeIMeTe
M3y4aeMOM AMCLMILIMHEL B LIEJIOM, YTO MO3BOJISIET €MY IIPOJEMOHCTPUPOBATh HA DK3aMEHE CBOU
3HAHUA U PYAULIHUIO.

Ha sk3ameHe cTyaeHT oTBEeYaeT B YCTHOM (hopMe Ha TPH KOHTPOJBHBIX BOIIPOCA U3 pa3-
JMYHBIX Pa3AesioB JUCUUIUIMHBI. CHUCOK KOHTPOJBHBIX BOIPOCOB JJI IPOBEIACHHS 3K3aMeHa
npezcrasieH B [Ipmnoxxenun Ne 1. OneHka («HEyIOBIETBOPUTEIBHOY, «YIOBIECTBOPUTEIBHOY,
«XOpOLIOY», «OTIUYHO»), (hopMuUpyeMas B pe3ysibTaTe coOecel0BaHUs, SIBJISAETCS UTOrOBOW IO
JUCLHUIIIIMHE ¥ IPOCTABIIECTCA B IPUIIOKEHHUH K TUILIOMY.

OneHka 3a KypcoBOil MPOEKT («HEYIOBIETBOPUTEIBHOY, «YIOBIETBOPUTEIBHOY, «XOPO-
10», «OTJIINYHO»), (hopMUpyeMas 10 pe3yibTaTaM MyOIMYHOMN 3alUThl U JEMOHCTpALUU pa3pa-
00TaHHOTO MPOrpaMMHOr0 OOECIEeUYeHMsI U IPE3EHTALMOHHOIO MaTepHaja, SIBISETCS TaK JKe

WTOTOBOM 10 AUCHUIUIMHE U MIPOCTABIACTCA B IIPUIJIOKCHHUU K JUITIIOMY.

10 Hepeqeﬂb l/lH(l)OpMaIII/IOHHI)IX TeXHOHOFHﬁ, HUCII0JIB3YEMBIX IIPH OCYINECTBJICHUHU

06pa30BaTeJ’leOFO npouecca mo TMCHUMIJIMHE

10.1 MudopmManoHHbIE TEXHOJIOTUH

B yueGHOM mporiecce 1Mo JaHHOW AMCIMIUIMHE MPETyCMOTPEHO MCIOJIb30BaHUE MH(MOP-
MalluOHHBIX TEXHOJIOTHIA:

YTEHUE JICKIIUI C UCIIOJIb30BAHUEM CIAalA-TIpe3eHTAU;

B3aMMOJICHCTBIE C OOYYaAIOUUMHUCS TOCPEACTBOM DJICKTPOHHOW WH(POPMAIMOHHO-

00pa3oBaTeNbHOM cpebl.

10.2 [IporpamMmmMHoOe o0ecnieyeHune

Onepanuonnas cucrema Microsoft Windows 10.

OreuecTBeHHas onepanonHas cuctema Calculate Linux.

OrevecTBEeHHOE aHTHBHPYCHOE mporpammuoe obecrieuenne Kaspersky Endpoint Secu-
rity.

Apxuarop 7Zip.

CZ0 Moodle.

Adobe Acrobat Reader.

LibreOffice.
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becruiatHbie BeO-Opay3epsl: Google Chrome/Mozilla Firefox/Opera).
Cpena uptyanusanuu Oracle VirtualBOX.

MenuanpowurpsiBatens VLC.

CM-1800. becmiaTtHOE JTUIIEH3UOHHOE COTJIAIIICHHUE.

10.3 ba3bl JaHHBIX U HHPOPMALMOHHBbIE CIIPABOYHbIE CHCTEMBI

Web of Science (pexxum mocryma: http://apps.webofknowledge.com, cBoboaHBI ¢ 11060-

r'0 3aperucTPUPOBAHHOIO KOMIIbIOTEPA UHCTUTYTA).

Scopus (pexxum gocryna: http://www.scopus.com, cBOOOHBIN C JIFOOOTO 3apEeTrUCTPUPO-

BaHHOI'O KOMIIBXOTCpa I/IHCTI/ITYTa).

CHpaBO‘IHO-HOI/ICKOBaﬂ CHUCTEMaA «KOHCYJ'ILTB.HTHJHOCZ Briciias mikoma» (pe)KI/IM A0CTYy-

na: http://www.consultant.ru/hs, cBOGOHBII ¢ JF000T0 3apETUCTPUPOBAHHOTO KOMITBIOTEPA MH-

CTUTYTA).

11 MaTepuajibHO-TEXHUYECKOE OOecriedeHue OCBOCHUS TUCUUIJIMHBI B X0/1€ peaJiu-

3a1Mi 06pa30BaTe/ILHOMN MPOrPpaMMBI

HaumenoBaHue noMemeHui

OcHALIEHHOCTH MOMeIeHu

Jleknmonnele kabuuetsl: 190013, r. CaHKT-
[TetepOypr, MocCKOBCKUH HpPOCHEKT, 1. 24-
26/49, mut. A, 1 sTax, nomemenue 41H., mom.
No5.

JlexunoHHasi ayauTOpHs OCHAILlEHA CPEICTBa-
MH MYJIbTUMEINA, HHTEPAKTUBHOW JIOCKOM,
Me0enblo, BMECTUMOCTh 60 MOCaAOUYHBIX MECT
(MynbTUMEIUNHAs  WHTEpaKTHBHas  JOCKa
ScreenMedia; HoyrOyku Asus a6j u Sony Vaio
VPCSA; mpoektopst NEC NP40 u Benqg
MS524)

Y4eOHble ayaUTOpPUH AJs TPOBEICHUS 3aHs-
TAA CEMHWHAPCKOTO W TIPAKTHYECKOTO THIA,
KYpPCOBOTO  IPOEKTHUPOBAHMS  (BBIIOJHEHUS
KYPCOBBIX paboT), IJsi MPOBEISHUS TPYIIO-
BBIX U HMHIUBUAYAIbHBIX KOHCYJIbTallUM, Te-
KYIIEro KOHTPOJIS U MPOMEKYTOUHOM arTecTa-
nun: 190013, r. Cankrt-IlerepOypr, Mockos-
CKHUU TPOCHEKT, 1. 24-26/49, nut. A, 1 stax,
nomernienne 41H., mom. NeNe 4,7, 8, 12

[TepcoHanbHble KOMIBIOTEPHl OOBEAWHEHBI B
JIOKAJbHYIO BBIYUCIUTEIFHYIO CETh Kadeapsl,
UMEIOT BBIXOJ B ceThb VIHTepHeT u obecneuu-
BAaIOT JIOCTYII B DJIEKTPOHHYIO WH()OPMAIHOH-
Ho-o0pa3oBatenbHyto cpexy CIIGI TU(TY).
Krnacc WHTErpupOBaHHBIX CHUCTEM MPOEKTHUPO-
BaHUS U YIPABICHHUS TEXHOJOTHUYECKUMH IMPO-
1eccaMu:

[lepconanbuble  KommbiOTEpbl (15  mT.):
nByxsiiepHbiii mporeccop Intel Core 2 Duo
(2,33 I'T); O3Y 4096 Mo6; HXXM/]L 250 T'6;
CD/DVD mnpuBox, DVD-RW; Buneokapta
NVIDIA GeForce 8500 GT; 3BykoBast u cete-
Bas KapThbl, BCTPOCHHBIC B MAaTEPUHCKYIO IJa-
Ty. IIpombimienusii koHTposiep Unitronics
M90 Micro OPCL, BkIrouaeMblii B COCTaB Jia-
OOpaTOpHOTO KOMIUIEKCa JIsi OOyYeHHs CO-
BPEMEHHBIM CpEJICTBAM pa3pabOTKH aBTOMATHU-
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3UpPOBAHHBIX PabOYUX MECT ONEPaTOPOB TEX-
HOJIOTUYECKUX IMPOILIECCOB, MPOEKTHUPOBAHUS
CUCTEM YyIpaBjieHUs] HIDKHEro ypoBHs. IIpo-
rPaMMHO-AIIAPATHBI KOMIUIEKC, COCTOSILIHI
U3 y4eOHOr0 TPEXKOOPAMHATHOTO (pe3epHo-
IPaBUPOBATILHOIO CTAHKA C YHUCJIOBBIM IPO-
rpaMMHBIM yripaBiieHueM «CHaitniep 8», mpen-
HA3HAYEHHOTO JJIs BBIMIOJHEHUS OMEepalid Mo
00paboTke JerkooOpadaTeiBaeMbIX MaTepHa-
JIOB, U TIEPCOHAIBLHOTO KOMITbIOTEpa Ha 0Oasze
npoueccopa AMD Sempron, Ha KOTOpOM
YCTaHOBJICHA cpena MpoekTupoBaHus Adem
IUTSL TIOCTPOCHHSI TPEXMEPHBIX TI'e€OMEeTpHue-
CKHMX MOJICIICH AeTajiel, N3rOTaBIMBAaCMbIX Ha
CTaHKe.

Krnacc wHQOpPMAIMOHHBIX W HWHTEIUICKTYallb-
HBIX CUCTEM:

Ilepconanbuble KOMIbIOTEPHI (20 MIT.): YEThI-
pexsnepuslii mporeccop Intel Core 17-920
(2666 MIm), O3Y 6 I'c; HXXKMJ[ 250 I6;
CD/DVD mnpuBon, DVD-RW; Buaeokapra
NVIDIA GeForce GT 220 (1024 M0); 3ByKo-
Basl U CeTeBasi KapThl, BCTPOCHHbIE B MaTEPHH-
CKYIO TIaTy.

Kiacc MoaenupoBaHusa U ONTUMU3ALMH CIIOXK-
HBIX TEXHUYECKUX CHUCTEM:

[lepconanbHple KOMIbIOTEPHI (9 IIT.): MOHO-
ook Lenovo C360 ¢ 19,5-g10MMOBBIM JIHIC-
mwieem; mnpoueccop Intel Core 13-4130T
(2,9I'Tm); O3V 4 1T'6; HXKMJI 1000 I'G; BCcTpO-
eaasle DVD-RW, Buzmeokapra Intel HD
Graphics 4400, 3BykoBasi U ceTeBasi KapThI.

12 OcoGeHHOCTH OCBOEHMHS AUCHMIIVIMHBI MHBAJIUAAMHU U JIUIIAMHU ¢ OTPaHUYCHHbBI-

MH BO3MOKHOCTHAMH 3/10POBbS

Jlj11 UHBANUAOB U JIUI] C OTPAHUYEHHBIMU BO3MOKHOCTSIMU y4€OHbBIE IIPOLIECC OCYILIECTB-
asiercst B cooTBeTcTBUH ¢ [lonoskeHueM 00 opraHuzanuy yueOHoro mporecca it 00y4eHus: uH-
BAJIUJIOB M JIMIl C OTPAaHUYEHHBIMU BO3MOXKHOCTAMH 3710poBbsi CIIGI TU(TY), yTBepkIeHHBIM
pektopoMm 28.08.2014 r.
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Ipuio:xkenne Ne 1

K paboueii mporpaMMe AUCIUILTAHBI

@DoH/1 OLIEHOYHBIX CPECTB /ISl POBeeHNsI MPOMEKYTOYHON aTTeCTAIUH MO AUCIHUIIIHHE

«HHTepHeT-TeXI—IO.]'IOFI/II/I»

1. [lepeyeHb KOMIIETEHI[HIT U TANIOB UX ()OPMUPOBAHUS

HNHaekc koMm-
neTeHIun

Conep:xkanue

Jran ¢popMupoBaHUS

OIIK-3

CriocobeH pemarh cTaHzapTHbIE 3agaud mpodec-
CHOHAJIBHOW JIEATEIIFHOCTH HAa OCHOBE HMH(pOpMa-
MOHHONM u OubIHOrpaduyecKol KynbTypbl C
PUMEHEHUEM MH(POPMALMOHHO-KOMMYHHUKA-
IIMOHHBIX TEXHOJOTHH M C Y4E€TOM OCHOBHBIX Tpe-
OoBaHM HHHOPMAITMOHHON 0€30ITaCHOCTH

HpOMe)KYTOqHLIﬁ

IIK-3

CnocobeH mpoekTupoBaTh MHGOPMAIMOHHBIE CH-
CTEMBI 110 BHJIaM 00ECTICUCHHSI

HpOMe)KYTOqHLIﬁ
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[Iponomkenue npuinoxenus Nel

2 Iloka3aTejn U KPpUTEPHH OLEHUBAHUS KOMIIETEHIIUI HA PA3JIMYHBIX 3Tanax ux GopMUpoOBaHMs, IKAJA OLEHUBAHUS

Koa u HaumeHnoBa-
HHe HHAMKATOpA
JOCTH:KEHHSI KOM-
neTeHIun

IToka3zaresan cpopmupoBaH-
HOCTH (JIeCKPHINITOPHI)

Kpurepuii
OLeHMBAHMA

YpoBHu chopMUPOBAHHOCTH

(onucaHue BHIPA’KEHHOCTH IECKPUIITOPOB)

«yJ10BJIETBOPUTETbHO»
(moporoBbIi)

«XOpOLIO»
(cpeanuii)

«OTJMYHO»
(BBICOKMUIA)

OIIK-3.3 Hcnomns-
30BaHUE CHUCTEMHBIX
Y TIPHUKIATHBIX TPO-
rpamMm Juis obecrie-
YeHus: 0e301acHOro
U OTKa30yCTONYMBO-

ro COEIUHEHUS C
rII00aJILHON  CETBIO
Internet

[lepeuncnser THUIBI MOAKIIO-
YyeHUs K DJIOOAJILHOM CETH;
CIOCOOBI CO3/IaHUSl BUPTYab-
HO-HE3aBHCUMOTO KaHaja B
rinobaneHoi cetu (VPN); mpo-
toxonsl creka TCP/IP; IIporo-
KOJIbl 3alllUIIEHHOW Mepenayu
nanHbix (3H-1).

OTBeTHI Ha BOIIPO-
cbI Ne3, 7-14 x 3k-
3aMeHy

[ToBepXHOCTHO W ¢ OIMIHO-
KaMH  paccKas3blBaeT O
croco0ax Cco3maHusi BUP-
TyallbHO-HE3aBUCHMOTO
KaHana B rio0anbHON ce-
™ (VPN); mnporokonax
creka TCP/IP; mpotoko-
Jlax 3alllMIIeHHOW mnepe-
a4y JAHHBIX.

YBepeHHO, HO ¢ HEOOJb-
UMK OIMIMOKaMHU paccKa-
3pIBa€T O cCHocofax co-
3IaHUs BHAPTYaJIbHO-
HE3aBUCUMOT0 KaHaja B
robansHOU cetn (VPN);
IIPOTOKOJIaX CTeKa
TCP/IP; mporokonax 3a-
[IUIIEHHOM rnepenavyu
JTAHHBIX.

VYBepeHHO 1 0e3 omuOoK
pacckasbiBaeT 0 crnocobax
CO3MaHHS  BUPTYaIbHO-
HE3aBHCUMOTO KaHaja B
rnobanpHOU cetu (VPN);
MPOTOKOJIAaxX CTeKa
TCP/IP; mpotokomax 3a-
[IUIIEHHOM nepenayu
JAHHBIX.

PacckaseiBaeT 0 BO3MOXKHO-
CTH UCIIOJB30BATh CHUCTEMHBIC
U TPUKIATHBIC MPOrPaMMBI
JUTst o0ecrieYeHus: Oe30MacHOro
U OTKa30yCTOWYMBOIO COEJIU-
HEHHS C TJIOOATBHOW CEThIO
Internet (V-1).

OTBETHI Ha BOIIPO-
cbl Nel6, 18 k ak-
3aMeHy

OcymecTBisger ¢ Omuo-
KaMH BBIOOP CHUCTEMHOTO
W TPHUKIAJAHOTO  TPO-
TPAaMMHOTO OOECTICUCHHS
Juisi 6€30IacHOr0 M OTKa-
30yCTOMYMBOIO COEJIUHE-
HUSI ¢ TJIOOATLHON CEThIO
Internet.

Ocy1uecTBiseT, OOMycKast
HEOOIBIIHE OIIHOKH, BEI-
00p CHCTEMHOTO0 W IIpH-
KJIaJHOTO MPOrpaMMHOI0O
obOecrieyenust s 0e3-
OIIaCHOTO U OTKa30yCTOM-

YUBOIO COCOUHEHUS C
riI00aIBLHOMI CETBIO
Internet.

OcymecTBisier 0e3 omIu-
00K BBIOOp CHCTEMHOTO
MPHUKIJIATHOTO TIPOrpamMM-
HOTO oOecriedeHus Ui
0e30macHOTO H  OTKa30-
YCTOHYMBOIO COEIUHEHUS
C TIo0anbHON  CEeThIo
Internet.

HemoHcTpupyeT METOAUKU
BHIOOpa MPOEKTHBIX pENICHHUH
JUISL  CO3JIaHUS 3alIHMIEHHBIX
KOPIIOPAaTUBHBIX  CETEH U
OLIEHKHM UX XapaKTepucTuk (B-
1).

OTBeTHI Ha BOIIPO-
cel Nel0, 14, 19,
32-39 k sk3aMeny

JemoHcTpHpyeT ¢ ommo-
KaMU U HE BCE METOAMKHU
BBIOOpPAa TIPOEKTHBIX pe-
HOICHUH U1 CO3/JaHMUsA 3a-
HIMLICHHBIX KOPIIOPaTHB-
HBIX CeTed M OLIEHKH HX
XapaKTEePHUCTHUK.

HeMoHCcTpHpyeT He Bce
METOJUKH BBIOOpa TIPO-
€KTHBIX PEIIeHUH sl Co-
37IaHUS 3aIUIICHHBIX
KOPIOPATUBHBIX CETeH U
OLEHKM MX XapakTepH-
CTHK.

YBEpEHHO JEMOHCTPUPY-
€T ¥ MPaBWIHLHO TIPUMEHSI-
€T METOAWKH BEIOOpa
MIPOEKTHBIX PEUICHUN I
CO3MaHMSA  3aIIMIIEHHBIX
KOPIOPATUBHBIX CETEH H
OIIEHKH WX XapaKTepH-
CTHK.
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[Iponokenue npusnoxenus Nel

Koa n nHaumenoBa-

YpoBHu chopMUPOBAHHOCTH

HUE MHAMKATOPA IMoka3zarenu cpopMUpPOBaH- Kpurepuii (onucaHue BHIPAKEHHOCTH 1€CKPUIITOPOB)
AOCTHKEHHUS KOM- HOCTH (1€CKPUNITOPbI) OLlEHUBAHMS «yJ10BJIETBOPUTETbHO» «XOpOLIO» «OTJMYHO»
neTeHI U (moporoBblii) (cpennmii) (BBICOKMUIA)

MK-3.11 Onpenene-
HHUC KIIFOUYCBBIX
CBOWCTB CUCTEMBI

TlepeuncinsieT TEXHOJIOTUU pa-
0OTBI C KOMITBIOTEPOM Kak
CPEIICTBOM YIPAaBICHUS WH-
(OpMaIMOHHBIMH  ITOTOKAMU;
npoOJeMbl W HalpaBIICHUS
pasButus MHTEpHET - TEXHO-
JIOTHH, OCHOBHBIE CITOCOOBI
BepcTku Beb—ctpanuir (3H-2).

OTBeTHI Ha BOIIPO-
cel Nel5, 17, 19,
40-45 k 3x3aMenHy

JemoHCTpHpYyeT ¢ ommuo-
KaMH U HE BCE TEXHOJIO-
UM pabOThl C KOMITbIOTE-
pOM  Kak  CpEICTBOM
ynpasneHus: nH(OpMaIu-
OHHBIMH IMOTOKAMH

HeMoHCTpUpyeT He Bce
TEXHOJIOTHH  paboOTHl  C
KOMITBIOTEPOM Kak Cpea-
CTBOM YTIPaBJICHUS WH-
(hopMaITMOHHBIMH ~ TIOTO-
KaMu

YBEpEeHHO JEMOHCTPUPY-
€T U MIPaBWIHLHO TPUMEHSI-
€T TEXHOJIOTHU paboThI C
KOMITBIOTEPOM Kak Cpe-
CTBOM YTIPAaBJICHUSA WH-
(hopMaIlMOHHBIMH ~ TIOTO-
KaMu

Paccka3biBaeT O BO3MOXHO-
CTAX OCYHICCTBJIATL IOUCK U
aHanu3 WH(QOPMAaIUU B UHTEP-
HET Jns WHQPOPMAIOHHOTO
oOecrieueHUsT U OLECHKU Jes-
TEJEHOCTH ANEKTPOHHOTO
MPENPUATHS;  HCIIONB30BaTh
HaBbIKH Beb - mporpammupo-
BaHUSI JIJISl TIOBBIICHUsT PYHK-
[IUOHAJBHBIX  BO3MOXKHOCTEH
CHUCTEMBI JUCTaHIIMOHHOTO
JOCTyTa K pecypcam Mpearnpu-
ATHS; TPUMEHSITh COBpPEMEH-
Hble HWH(OPMAIMOHHBIE TEX-
HOJIOTMM W HWHHOBAIIMOHHBIC
MOJXOJBI TIPU pa3paboOTKe CH-
CTeM, OOBEKTOB, MPOIIECCOB U
TEXHOJIOTUI 3JIEKTPOHHOTO
ousneca (V-2).

OTBETHI Ha BOIIPO-
cel Nel4, 17, 19,
21-41 k sk3aMeHy

JemoHCTpHpYyeT ¢ ommo-
KaMH 1 HE BCE COBPEMEH-
Hble  WH()OPMAIMOHHEIE
TEXHOJIOTUM ¥ WHHOBAITH-
OHHBIE ITOJAXOIBI IIPU pas-
paboTke cHucTeM, OOBEK-
TOB, TPOIECCOB U TEXHO-
JIOTUH JIEKTPOHHOTO OM3-
Heca

HeMoHCTpUpyeT He Bce
COBpeMEHHbIE HH(pOpMa-
[OHHBIE TEXHOJIOTHU U
WHHOBAIIOHHBIE  ITOJIXO-
IObl TIpH pa3paboTKe CH-
CTeM, OOBEKTOB, MpOIIEC-
COB U TEXHOJOIWH 3IeK-
TPOHHOTO OM3HECA

YBEpEHHO JEMOHCTPUPY-
€T U NPaBUWJIbHO NPUMCHS-
€T COBpEMEHHBIe HH(OP-
MAallMOHHbIE TEXHOJOTHU
W HWHHOBAIIMOHHBIC IIOJ-
XOJIBI TIPH pa3paboTKe CH-
cTeM, OOBEKTOB, MpOIleC-
COB M TEXHOJIOTMH JJIEK-
TPOHHOTO OM3HECa
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Koa u HaumeHoBa-
HHe HHANKATOpa
JOCTH:KEHHSI KOM-
neTeHI

YpoBHu chopMUPOBAHHOCTH

Moka3zaresan cpopmupoBan- Kpurepuii (onucaHue BHIPAKEHHOCTH 1€CKPUIITOPOB)
HOCTH (1€CKPUNITOPbI) OLeHMBAHMA «yJ10BJIETBOPUTETbHO» «XOpOLIO» «OTJMYHO»
(moporoBblii) (cpennmii) (BBICOKMUIA)

JeMoHCTpupyeT BllafgeHuU
OCHOBHBIMH METOJJAMH U
CpeICTBaMH UHTEPHET - TeX-
HOJIOTHH JIJIsl peIIeHus 3a1ad
podeCCUOHATEHON IeATeIh-
HOCTH; 0a30BBIMU TIpUEMaMHU
CO3JIaHMS U TIPOTPaMMHUPOBa-
Hus MaTEepHET-pecypcos (B-
2).

OTBeTHI Ha BOIIPO-
cel Nel5, 17, 19,
20-23 k sk3aMeHy

JemoHCTpHpYyeT ¢ ommuo-
KaMH U HE BCE METOJbI U
cpencTea WHTEPHET-
TEXHOJIOTHH JJISI pelICHHUS
3amad mpodeCCHOHATTEHOM
JIESATSIILHOCTH.

HeMoHCTpUpyeT He Bce
METOIbIl W CpEICTBAa WH-
TEPHET-TEXHOJIOTH 1St
pemeHus 3amgad mpodec-
CUOHAJIBHOU  JAESITEIIbHO-
CTH.

YBEpEeHHO JEMOHCTPUPY-
€T U MIPaBWIHLHO TPUMEHSI-
€T METOABl U CpeAcCTBa
HWHTEPHET-TEXHOJIOTUI
JUTSL pelieHns 3a1ad mpo-
(heccuoHabHOU JACATEIb-
HOCTH.

IK-3.12 Hcnoab3o-
BaHHUE METOAOB IPO-
eKTUPOBaHUS 3allld-
HIEHHBIX  KOpIopa-
TUBHBIX CeTe U
OIICHKH WX XapakKTe-
pUCTUK TIpHU paspa-
0oTKe KOHIIEMINHA
HncC

[lepeuncnser OPUHOUIBI |
TEXHOJIOTHH TJO0ATbHBIX Ce-
Ted u cered poctyma. Oco-
OCHHOCTH Y Pa3iINyUsl CETEBBIC
onepanonHsle cucteMbl. Oc-
HOBHBIC OTPE/CICHUS, KIac-
cU(pUKAIIMI0O U SKCIUIyaTallu-
OHHBIC XapaKTEPUCTHKH JIO-
KaJbHBIX  MH(GOPMAIMOHHBIX
cereii (3H-3).

OTBeTHI Ha BOIIPO-
cel Nel, 31 x sk3a-
meny, KII

C ommbOkaMu Ha3bIBaeT
ompezeneHus, Kiaccudu-
KaIlMI0 U SKCILTyaTallloH-
HBIE XapaKTEPUCTHUKH JIO-
KaJbHBIX HWH(OpMAIHOH-
HBIX CETEH.

YBepeHHO, HO C HE0OJIb-
IIAMHA OINUOKAMH Ha3bI-
BaeT OMpPENEeNICHUs, Kiac-
cu(UKAIUIO U dKCIUTyaTa-
IIUOHHBIC XapPaKTePUCTUKH
JIOKAJbHBIX WH(POPMAIU-
OHHBIX CETEH.

YBepeHHO U 0e3 OmuOoK
Ha3bIBACT  OIpE/ICIICHHS,
KIIACCU(PUKAIIMI0 H JKC-
ITyaTalluOHHBIC XapaKTe-
PUCTUKH JIOKAJIbHBIX HWH-
(hopMaIMOHHBIX CEeTeH.
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Koa u HaumeHoBa-
HHe HHANKATOpa
JOCTH:KEHHSI KOM-
neTeHI

YpoBHu chopMUPOBAHHOCTH

Moka3zaresan cpopmupoBan- Kpurepuii (onucaHue BHIPAKEHHOCTH 1€CKPUIITOPOB)
HOCTH (JIECKPUIITOPHI) OLeHMBAHMA «yOBJICTBOPHUTEIHHOY «XOPOIII0» «OTJITUIHO»
(moporoBblii) (cpennmii) (BBICOKMUIA)
HemoncTpupyer crocobHocth | OTBeThl Ha Bompo- | O0bscHseT ¢ ommbOkamu | Jlomyckaer — HeOompmiue | ApryMEHTHPOBAaHO  0O0B-

aHAM3UPOBATH CTPYKTYPY
KoproparuBHoi cetu. Oboc-
HOBATh MPUMEHEHHE MPOTOKO-
J0B MapuipyTtuzauuu. Mcrnons-
30BaTh MPUKIATHBIE MPOTOKO-
JIbI U1 CCPBUCEHI. Wcnonn3oBaTh
CTaHapTHBIE MPOTOKOJBI CTeE-
ka TCP/IP nns opranuzanuu
CETEBOI0 B3aUMO/JICUCTBUS
MPWIOKEHUN B pacnpenescH-
HOH cucreMe. BpINOIHATE UH-
CTAIMIO M TepBOHAYANb-
HyI0 HacTpoiliky cereBoii OC

¢l Ne4-6, 30 k 3k-
3ameny, KII

KaK BBITIOJHATH 0Oa30BbIe
MPOLIEYPhl  UCTIOIB30Ba-
HUS CTaHAAPTHBIE NPOTO-
koibl creka TCP/IP mms
OpraHM3alyi  CeTEeBOrO
B3aUMOJICUCTBUSA  IPHUIIO-
JKEHHUU B pacOpeleNeHHON
CUCTEME.

OIIMOKH B OOBSCHEHHH
KaK BEITOIHATE 0Oa30BbIE
NpoLEeaypbl HCHOJIb30Ba-
HUSl CTaHJApTHBIE MPOTO-
konel creka TCP/IP mius
OpraHu3aluu CETEBOIr0
B3aUMOJICUCTBUS  IIPUIIO-
JKEHUI B PACIPEICICHHON
CHCTEME.

SICHICT KaK BBITIOJNHATH
0a30BbIC TPOIEAYPHI HC-
MOJB30BaHUsA  CTaHAApT-
Hble TIPOTOKOJBI  CTEKa
TCP/IP nns opraHu3aryu
CETEeBOI'0 B3aUMOACHCTBUSI
MPWIOKEHUN B pacopene-
JICHHOM CHCTEME.

(Y-3).

OObmbsicasier METOIUKY
KOH(QUTYPUPOBAHHS CETEBOIO
o0opynoBaHUs u
MPOrPaMMHOI0  0OECHeUeHHS.
HeMoHcTpUpyeT BIIaJICHUE
HaBBIKAMHU WCTIOJIb30BaHUS

COBPEMEHHBIX ITPOrPaMMHBIX
cpezacts (B-3).

OTBeTHI Ha BOIIPOC
Ne2, 46-54 k sk3a-
meny, KII

JemoHcTpHpyeT ¢ ommo-
KaMH ¥ HE BCEe METOJIUKH
UCIIONB30BaHUSI  COBpe-
MEHHBIX  TPOTPAMMHBIX
CPeICTB M KOHQUTYpHPO-
BaHUsI CETEBOr0 000PYIO-
BaHUSL.

[eMoHCcTpHUpyeT He Bce
MCTOIHKH HCIIOJIb30BaHUA
COBPEMEHHBIX IPOTrpamMM-
HBIX CPEICTB U KOH}UTy-
PHUpOBaHUsS CETEBOrO 000-
pYyZlOBaHMsL.

YBEpEHHO JEMOHCTPUPY-
€T U IPaBUJIbHO NIPUMCHS-
€T METOAMKH HCIIOJb30-
BaHHsI COBPEMEHHBIX IPO-
TpaMMHBIX  CPE€ACTB |
KOH(QUI'YpUPOBaHUS CETe-
BOro 000PYZIOBaHHUS.

[Mxama onennBanus coorBerctByeT CTO CIIGI TU(TY):

[To gucuumIuHE MPOMEXKYTOUHAST aTTECTaIUs MPOBOAUTCS B (opMe dK3aMeHa M 3alUThl KYPCOBOTO MPOEKTA, IIKaTa OLIEHWBAHUS —
OarbHast («OTIIMYHOY, «XOPOILI0Y, KyI0BIETBOPUTEIILHOY, «HEYI0BIETBOPUTEIILHOY).
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3 TunoBbie KOHTPOJIbHBIC 3a1aHUSA NJIA IPOBECACHUSA l'[pOMC)KyTO'lHOﬁ aTreCcranmu

Bonpocs! g olleHKH 3HAHUI, YMEHHI W HaBBIKOB, COOPMUPOBAHHBIX y CTYJEHTA I10

KOMIIETEHIIUSIM:
Homep Bomnpoc Komnerennus
BoOIpoca

1 I IpuHIUIIBI TOCTPOEHUS OTKA30yCTOMYUBBIX CUCTEM. I1K-3

2 ITapagurmel cemerictBa nmpoTtokosioB TCP/IP. I1K-3

3 Ctpykrypa OOBEAMHEHHON KOMITBIOTEpHOW ceTn oOpasoBanus, | OIIK-3
HAYKU U KYJIbTYPBI.

4 OCHOBHBIE 33]]a4H Proxy- CEpBepa. IK-3

5 CereBas (haiinoBasi cucTema. I1K-3

6 DHCP- nporoxkour. IK-3

7 MeTo1 TpaHCIIALMU CETEBOrO aapeca. OI1K-3

8 Kanp nporokona DNS. OIIK-3

9 KomnoneHTsl HHQOPMALIMOHHBIX CETEN; METO/Ibl KOMMYTAlIHH; OIIK-3
HENpepbIBHBIN U JUCKPETHBIM KaHaJbI CBSI3U.

10 MeTto/1b1 3a1IMTHI OT OIIMOOK U oOecrieueHus: 6e30MacHOCTH UH- OIIK-3
dbopmariuu.

11 OneHKH XapaKTePUCTUK 3aIIUIEHHBIX CETEH. OIIK-3

12 Crioco0b! co3aHusl BUPTYalbHO-HE3aBUCHMOTO KaHana B TJ10- OIIK-3
6anpHOM cetu (VPN).

13 [Tporoxonsl 3amunieHHoi nepegaun ganubix [PSec, SSL/TLS. OIIK-3

14 ITpotokoiusl Mapmpyrusanuu B IP-ceTsX U UX XapaKTEpUCTUKHU. OIIK-3, TIK-3

15 MeTtobl U cpesicTBa THPOPMALIMOHHBIX CETEH MPHU CO3/AaHUN [1K-3
KOMILJIEKCOB 00pa00TKH MH(OpMAIIHH.

16 MeTo/1bl 3aIUTHI OT OMIMOOK U o0ecriedeHus oTkazoycroiunBo- | OITK-3
CTH HH(POPMAIIMOHHBIX CUCTEM.

17 HenpepbIBHBIN U TUCKPETHBIN KaHAJbI CBSI3H. I1K-3

18 XapaKkTepUCTUKU MPOTOKOJIOB MapIIPyTH3allMK B KOPIOPATHUB- OIIK-3
HBIX CETSIX.

19 Meroauka NpOEKTUPOBAHUS 3AILUIIEHHBIX KOPIIOPATUBHBIX Ce- OIIK-3, TIK-3
TEH.

20 [TpuHIMIBI TPOEKTUPOBAHUS paclpe/leIeHHBIX CUCTEM yIIpaBlie-
HUSL.

21 ITporoxosnsl creka TCP/IP. I1K-3

22 IIporokoiusl Mapupyruszanuu B IP-ceTsiX ¥ UX XapaKTEepUCTUKHU. I1K-3

23 CpenctBa nHPOPMAITMOHHBIX CETEH MPHU CO3TAHIN KOMIIJIEKCOB IK-3
00paboTKK HHPOPMALIUH.

24 MeTobl 3aIUTH OT OMIMOOK MPH TIepeadu NaHHbIX B Tiodanb- | [1K-3
HOH CETH.

25 KommyTranus cooOmeHuid. [1K-3

26 AJNTOPUTMBI MEXKCETEBOT0 0OMEHa TaHHBIMH. I1K-3

27 CHHXpOHHAs M ACHHXPOHHAs Nepeaaya. I1K-3

28 ['ubpuHBIE CHCTEMBI. [1K-3

29 Knaccudukanust mpoMBITINIEHHBIX CeTeW ¢ MUCTaHIMOHHBIM 1o- | [1K-3

CTYIIOM.
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30 Knaccudukanmst MeTo0B gocTymna. [1K-3

31 AmnmnapaTHoe oOecriedyeHre MPOMBIIUIEHHBIX cereil ¢ auctanuu- | [TK-3
OHHBIM JIOCTYIIOM.

32 Ciyx0bl COBMECTHOTO UCTIOJIb30BaHUsI HH(POPMAITUH. I1K-3

33 MoctoBbie coenuuenus. [loBropurenu, mumo3sl, kommytatopsl. | [1K-3
Kpatkoe onucanne GyHKIHUA MOCTOB U MapIIPyTH3aTOPOB.

34 Knaccudukaius npoToKOJIOB. IK-3

35 ITporokon IPX. I1K-3

36 CewmetictBo npotokosioB TCP/IP: ITporokou IP u ARP. I1K-3

37 CewmeiictBo nmporokoiioB TCP/IP: TIporokon TCP u UDP. I1K-3

38 Pexumbr ¢ynxnuonupoBanus BC. Mynsrunporpammusiii pe- | 11K-3
#uM. IloHsATHE MapajuIenbHBIX IPOLIECCOB.

39 MHoro3agaunasi paboTa U CHCTEMBI peaJIbHOTO BPEMEHHU. I1K-3

40 [Tonstue u crpykrypa untepdeiicos IBM. Cucremusie unrep- | [1K-3
dbeticel OBM.

41 Wutepuer-npoBaiinep Boiaenun aapec cetu 206.73.118.0. Konu- | [1K-3

4yecTBO TpeOyeMbIX mojcereil uim y3ioB — 6 nozcereil. Onpene-
JWTH U 3aHECTH B TAOJHILy: KOJIMYECTBO OUT, HEOOXOIUMOE ISt
UJECHTU(PUKATOPA MOJCETH; KOJIMYECTBO OMUT, HEOOXOauMoe Jis
UICHTU(HUKATOpA y3J71a; MacKa IMOJICETH B BUAE INpedukca ceru;
MacKa I0JICETH B JIECATUYHO-TOUEYHOM BHJIE.

42 Hns IP appeca 140.31.26.112 u macku moxacetn 255.255.240.0 | TIK-3
OTIpeNIeNIUTh M 3aHECTH B TaONHUIy: ajpec MOACETH; MUHHUMAb-

HBII aJipec B CETH; MaKCUMAaJbHBIN aJpec B ceTu; Opoaakact aj-
pec ceTH; BO3MOXKHOE KOJUYECTBO IMOJACETEH; KOJINYECTBO ajpe-
COB CETH, KOTOPOE MOKHO HA3HAYHUTh KOMITBIOTEPAM CETH.

43 WuTtepdeiicsl nepudepuitHbIX yCTPOUCTB. I1K-3

44 WnTepdeiicol cereit OBM. I1K-3

45 Hasnauenune, ¢usnueckue npuHIuUnbsl padotel u mapamerps! | [1K-3
BHEIIHUX ycTpoicTB OBM.

46 Hasnauenue, Qusnueckue npuHIuUnbl pabotel u mapamerps | [1K-3
BHEIIHUX ycTpoicTB OBM.

47 Hasnauenwe, Qusnueckue npuHIUNBl padotrel u mapamerps | [1K-3
BHEUIHUX YCTpoHCTB OBM: MHTEpakTHUBHBIE, MyJIbTUMEIUNHBIE
YCTPOICTBA.

48 Meto1bl CO3/1aHUsI OTKA30yCTOMYHMBOM CETU XPAHEHHUS! JAHHBIX. TIK-3
49 OnruMu3anus UCIOJIB30BAHNS BBIYUCIUTENIBHBIX MolHocTedl u | [TK-3
JIMCKOBOTO TPOCTPAHCTBA MPH HCIOJIb30BAHUM MEXaHHM3Ma BUp-

TyaJIH3aIHu.

50 MeTtoapl MUHUMHU3ALIUU YTPO3. TIK-3

51 OKkcrryaTannoHHable xapakrepuctuku OBM. IMokazarenn mpowus- | [1K-3
BOJIUTENILHOCTH M Ha/IEKHOCTH.

52 MeToasl U CpelICTBA TOBBIIICHHS HAJIC)KHOCTH B BhIUUCTHTETh- | [TK-3
HBIX CETSIX.

53 Bunb! kimactepoB. AnmapaTtHbie M IPOTPAMMHBIC KJIACTEPHI. I1K-3

54 Bupryansusie cetu (VLAN). ITK-3

Bpems noaroToBKu CTy€HTa K YCTHOMY OTBETY Ha BOIPOCHl — 10 30 MUH.

[Ipu cnave sk3amMeHa, CTYEHT MOJIy4YaeT TPU BOIPOca U3 MEpeyHs, MPUBEICHHOTO BhIIIIE.
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5 MeToauuyecKue MaTepuaJibl JJId ONpEaC/ICHUSA NMPOUHCAYP OUCHUBaAHUA 3HaHHi7[,

YMEHHIl 1 HABBIKOB, XapaKTePU3YIOIIMX 3Tanbl OPMUPOBAHMS KOMIIETEHIM
HpOMe)KYTO‘IHaSI arrecranuus 1Mo JUCHUIIIIMHC IPOBOAUTCA B COOTBETCTBUH C Tp€6OBaHI/I-

smu CTII CTO CIIGI' TU(TY) 016-2015. KC YK/IB Ilopsiiok npoBeneHus 3a4€TOB U dK3aMe-

HOB.
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Muno6pHayku Poccun
(denepanbpHOE TOCYIapCTBEHHOE OI0PKETHOE 00pa30oBaTeIbHOE YUPEKICHNE
BBICITIETO OOpa30oBaHUs
«CankT-ITeTepOyprckuii rocy1apCTBEHHBIN TEXHOJIOTHYSCKUN HHCTUTYT
(TEeXHUYECKUH YHUBEPCUTET)»

. 3AJJAHUE
HA KYPCOBOMU IMTPOEKT I10 AUCHUIIJIMHE «MHTEPHET TEXHOJIOI U
HarmpaeieHnue noaroToBKu 09.03.03 [puknaguas naGopmaTuka
HanpasnenHocTtb [IpuknagHas nHGOPMATHKA B XUMHAH
MporpaMMBbl OaKaiaBprara
DakynbTeT WHdopMalmoHHBIX TEXHOJIOTUN B yIIPaBICHUS
Kadenpa CucreM aBTOMaTU3UPOBAHHOT'O TPOEKTUPOBA-

HUS U YIPaBJICHUS

Crynent TPYIIIIBI

Tema ITpoexTrpoBanue HHPOPMALIMOHHOTO MOPTAjIa U CUCTEMbI HHPOPMALIHOHHOH 6€30MacHOCTH
KOPIIOPATUBHOM CETH MPeAnpUsITUs
« ».

Iean padorsl  [IpoexTHpoBaHue MHPOPMAIMOHHOTO MOpTaNa MPEANPHUATHS ¢ UHTEepdericoM ISt Iu-
CTaHIIMOHHOTO JIOCTYNa K JIEMHJIUTAPU30BAaHHON MH()OPMAIIMOHHOW 30HE, BKIIIOYAFO-

mei Pa3paboTka KOMILIEKCHOW CHUCTEMBI O€301acHO-
CTH  TIPEANPUSLTHS ,  BKJIIOYAMOIIEH  ammapaTHO-
nporpamMMHbie cpenctBa (appliance) u kareropupoBaHue 0OBEKTOB U CYOBEKTOB 0€3-
OITACHOCTH.

HcxoaHble 1aHHbIE K padoTe
a) OCHOBHAS JIUTEpaTypa:

1. Menbaukos, B. II. MadopmanmionHas 0e30macHOCTh U 3amuTa WHGOpMAIUH : yae0. 1moco-
oue mns By3oB / B. I1. Mensaukos, C. A. Kneiimenos, A. M. Ilerpakos ; mox pexn. C. A. Kneiimenosa. —
5-e u3n., crep. — M. : Axkamemus, 2011.-331c.

2. Xopomesckuii, B. I'. ApxutekTypa BBIYUCIUTEIBHBIX CHCTEM : y4el. mocobue /i By30B /
B. I'. Xopomesckuii. — 2-¢ m3a. — M. : Uzn-Bo MI'TY um. H.D.baymana, 2011. — 520 c.

0) HoTmONHUTENbHAS IUTEpaTypa:

3. Ayrentuduxkaius. Teopus u npakTUKa o0ecreueHus 0€30MacHOro 10CTya K nHpopMaIiu-
OHHBIM pecypcam : yue0. mocobue aiis By3oB / A. A. Adanacwes [u ap.] ; mox pea. A. A. lllenynanosa [u
np.]. — M. : T'opsiuas nunus — Tenexom, 2012. — 552 c.

4. [anprun, B. ®@. 3ammura komrbeloTepHON HHOOpMAUH. DPPEKTUBHBIE METOBI U CPECTBA
: yueb. mocobue s By30B / B. @. lllanbrun. — M. : JIMK-IIpecc, 2012. — 542 c.

B) BCIIOMOTaTeNbHAs JIUTepaTypa:

5. Tlnatonos,B.B. IIporpamMHo-anmapatHble cpejicTBa obecrieueHuss WHPOPMAIMOHHON 0e3-
OTTaCHOCTH BBIYMCIIUTENBHBIX ceTel:yue0. mocodue i By3os / B. B. IlnatoHoB. —M. : Akagemus, 2013.
-239c.

6. pecypchbl 3IEKTPOHHO-OMOIMOTEUHONW CUCTEMBI «DNEKTPOHHBIN YNTaNbHBIN 3a1 — bubimo-
TEX»:

7. UW3bauxos, IO. MnpopmaunonHsie cucteMsl : y4ued. ans By3oB / FO. U36aukoB. — 3-e u3a. —
CIIb. : ITurep, 2010. — 544 c.

OcHoBHoe cozepskanue padoThl:

1.IIpoekTupoBaHue CHCTEMBI TUCTAHIIMOHHOTO TOCTYyIa K pecypcam mpenmpustus (CIJIPIT)
1.1Ha3nauenwue u obnacts npumenenus: CJAPII

1.29tans! npoextupoBanus CIJIPIT
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1.1.1Apxurextypa CJIPII. Onucanue ypoBHe# u, BXOIAMIKX B UX cocTa 3BeHbeB, C/IJIPII.
1.1.2 CpaBuutenbhsblii aHanu3 cymectByromux CIJIPII B paccmarpriBaeMoii 00JIaCTH.
1.1.3[poekTHpoBaHKe TPOrPaMMHOT0 odecrieueH s s Kaxxaoro ypoBHs (3Bena) CJIJIPII
1.1.4Ctpyxkrypa unrepdetiica CIIPII

1.1.3.1Tomonoruueckas cxema pecypcoB HHPOPMAITMOHHOHN YacTH mopTaia

1.1.3.2UML auarpamMMsl ojp30BaTeeii, UMEIONIHX JTOCTYII K TIOPTaITy

1.1.3.3[Ipumepsr uarepdeiicos CAJPIT

1.1.3.49tans! packpytku CIJIPIT

s o6ecnieueHns HHPOPMAITMOHHONW 0€30ITaCHOCTH KOPIOpaIiy pa3padboTaTh 3 COCTABIISIONIHE:
3amuTa OT HECAaHKITMOHUPOBAHHOTO JOCTYTIA.

4.

Perucrpanus: npu gocTymne K cepBepy WM HCIOIb30BaHUH Pa0OYNX CTAaHIIMK B Ka4ecTBE Jie-
MO3UTAPHUS:

a. OOGecneyuTs ABYCTOPOHHIOK HICHTU(HUKALMIO KJIMEHTOB; IIPH YCIIEIIHOM IIPOXOXK-
JICHUH - OJJHOCTOPOHHIOIO UICHTH(OUKAIMIO [TOJIH30BATEIS.

b. Ha srane ayreHTH(UKALNE TPEITIOKUTh MEXaHH3M T'€HEPaLluK OJJHOPA30BbIX Mapo-
Je C MeproIUYeCcKUM CKaHHMpPOBaHUEM (TIPH 3arpoce JOCTyHa K KIFUYEBbIM UCTOY-
HUKaM HH(POpPMAILIMN) ONOMETPUUECKUX XapaKTEPUCTHK (CTaHIAPTHBIC allapaTHbIE
CpeACTBa CKAHUPOBAHHMSA).

C. ABTOpH3ALMIO OCYIIECTBUTH BPEMSIHHBIMU paMKaMu Bxoaa. [Ipu 3ampocax k yna-
JICHHOMY KOMIIBIOTEPY, JOIOJHUTH OIPaHMYCHNUEM YHCIa CEaHCOB OJHOIO M TOTO K€
noJnb3oBarelist. [Ipu 3ampoce gocTyna K KIFUYEeBOMY UCTOUHUKY HH(POPMAIH -
OrpaHMYEHHEM BPEMEHHU HCIIOIb30BAHUS.

OrpaHnueHue mpas AOCTyNa K 00beKTaM KOPIIOPaTUBHON CETH Yepe3 MpaBa v aTpUOyTHL:
copMHpOBaTH MOEJb 10BEpUs: 00CIIeI0BaHIE KOJUIEKTUBA COTPYJHUKOB C LIEJIbIO BBISBIIC-
HUS BOBMOXKHBIX MHCAHIepoB; pa3OreHue Bcell nHGOpMaIIUH Mo KlaccaM 3alliThl, B 3aBHCH-
MOCTH OT B)XHOCTH MH()OpMAIMU U MOCIEACTBUN €€ YTEUKH.

3amyTa KIIoueBbIX HCTOYHUKOB HHPOpMalun. [IpeanokuTh UCIoab30BaHue CTaHJapTHBIX
CpPE/CTB 3aIUTHI: TATYUKHU JBUKEHUSI C OMOBEIICHUEM; 3alllUTa OT (PU3NIECKOTO U3BJICUCHUS
XKECTKOr0 AUCKa; muppoBaHre HHOpMaLNHU «Ha J1eTy». Co3aaTh KIacTep TUIa «aKTHB-
HBIA/aKTUBHBIN» ¢ GYHKIUSIMH OaJJaHCUPOBKHU HArPY3KH U BBICOKOH noctynHocTtu. Obecrie-
YEeHHE OTKA30yCTOMYMBOCTH 3aKJIFOUAETCSI B HCIIOJIb30BAHUH AYOIUPYIONINX JTUHAN CBSI3H U
JTUHUH SHeprocHa0xeHus. [t XpaHeHus TaHHBIX HCITONB30BaTh SAN.

3ammra OT BHYTPEHHUX HapyLIEHUH MOJTUTHKNA O€301aCHOCTH.

4.

5.

6.

Ecnu B coctaB Kopriopaiyii BXoAST MOOHIIbHBIE MHPOPMAIIMOHHBIE 00BEKTHI, TOYKA JJOCTYIIa
JIOJKHA OBITH BBITIOJIHEHA C ITH(PYIONTIM MOJYJIEM.

Co3pmanue BupryanbHbix ceteil. VLAN nomkna ObITh chopMupoBana Ha 6a3e KOMMYTaTO-
POB, BCE KOMMYTAaTOPbl KOHOUTYPUPYIOTCS HHAUBHUIYyalbHO, B COOTBETCTBUU C MOJEIIBIO J10-
BepHs 1 OM3HEC-MO/IETIBIO.

Ha xoMnbroTepax KOpIopaTUBHON CETH YCTAHOBHUTH CIIEUATBLHOE MPOrPaMMHO — arapar-
HOe o0ecrieueHue, OrpaHMYMBAIOIIEE NCIIOIb30BAaHUE BHELITHUX HOCHUTENEH.

3ammra rnmepuMeTpa KOPIOPaTUBHOM CETH OT Pa3IMIHBIX BUIOB aTak.

4,
5.

6.

Pa3paboTaTh ¥ HACTPOEHBHI JBa 00BEKTAa CHCTEMBI MIMHTAIINH YSI3BUMOCTH CETEBBIX CEPBECOB.
Jlns obecrieueHust KOHTPOJISE IOCTyIa K 00BbeKTaM KOPIIOPATHBHOM ceTH, pa3paboTaTh CH-
crema firewall-oB. CxeMBI TIOAKITIOYEHNS ¥ HACTPONKH JOKHEI OBITH BBIITOJHEHBI B COOT-
BETCTBUH C MOJIENBIO JIOBEPHS U MOJETBIO PHCKOB.

B COOTBETCTBHH C MOJICIBIO PUCKOB U MOJICTIBIO TOBEPHS CHOPMHUPOBATH KOMILICKC aHTHBH-
PYCHOM 3aIlIUTHL.

Craenarb 000CHOBaHHBIN BBIBOJ O BO3MOXXHOCTH BHEPEHHUS CHCTEMbI O€30IMaCHOCTH Ha MPe/I-
MPUSTUE 3aKa3UUKA.
ITepeuens rpaduueckoro Matepuaia

CxeMa crucTeMbl KOMIUIEKCHONM WH()OPMAITMOHHON 0€301TaCHOCTH KOPIIOPATUBHOM CeTH
Cxema BUpTyaIbHONH KOMMYTHPYEMOH CETH

Cxema pacnonoxxenust: firewalls

Cxema pacronoxeHushoneypots
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[Tponomxenue npunoxenus Ne2

XapakTepuCTHKa MPOrPaMMHOTO H alllapaTHOTO 00eCIeUeHHH.
1.
[Jara Beigaun 3aganus 7 20
[ara npencraBieHus paboOTHI K 3amure ”? 20

3aBenyrommii kKadenpoit
ITpodeccop

PykoBogurens

Cr. mpeniosiaBaTeih

3amaHue MPUHSII K BBITIOJTHEHUIO

T.b. Huctsixkosa

O.I'. HoBukoBa
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