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1. [lepeyens NIaHUPYeMBIX pe3yJIbTATOB 00y4eHUs M0 JUCIUIINHE, COOTHECEHHBIX € MUIAHNPYeMbIMH pe3yJIbTaTAMU OCBOEHUsI 00pa-

30BaTeJbHOM NPOrPaMMbl

B pesynbrate ocBoeHus1 06pa3zoBaTenbHOI NPorpaMMbl 00yUJarOIIUNCS TOJIKEH OBJIJIETh CIEAYIONIMMHU pe3ybTaTaMu 00y4eHHs 10 JUCIUILIHHE!

KOI[ 1 HAMMCHOBAHUC

KOI[ 1 HAMMCHOBAHUC MHAMWKA-

[TnarupyemMble pe3ynbTaThl 00yUCHHS

KOMIIETEHIIUH TOpa JOCTHKCHHS KOMITCTCHITUU (TecKkpUnTOPHI)
e OIIK-5 OIIK-5.1 3HATh:
Cnocoben pemats 3agaun B | [Ipumenenue COBpEMEHHbIX | - NPHHIMIIB IPHMCHCHHS COBPEMEHHBIX NMPOIPaMMHEIX CPEJICTB C y4ETOM HOPM pe-

o0JIacTH pa3BUTUS HAYKH,
TEXHUKH W TEXHOJIOTHUH,
MPUMEHSST METOJIbI CHCTEM-
HOTO aHalu3a M YIpaBiie-
HUS C Y4eTOM HOPMATHBHO-
MIPaBOBOTO PEryJIMPOBAHUS
B cepe MHTEIUICKTYaTbHOM
COOCTBECHHOCTH

IIPOrpaMMHBIX CpPEJICTB C Yy4e-
TOM HOPM pETyJUPOBAHMS HH-
TEJUIEKTYyaJIbHON COOCTBEHHOCTH

T'YJIMPOBAaHUS MHTEIUICKTYaIbHOM cobcTBeHHOCTH (3H-1).

Ymern:

- BHEIIPATh METOJIbl MPUMEHEHUSI COBPEMEHHBIX MPOTPAMMHBIX CPEACTB C YYETOM
HOPM PEryJIMpOBaHUs HHTEIUIEKTYaIbHON coocTBeHHOCTH (V-1).

Baaners:

- METOJIaMU aHallu3a MPUMEHEHHS] COBPEMEHHBIX MPOrPAMMHBIX CPEACTB C y4ETOM
HOPM peryIupoBaHus HHTEIUIEKTyalbHOU coocTBenHocTr (H-1).




2. MecTO AUCUMIIIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM MPOrpaMmbl

JluciumimHa OTHOCUTCS K TUCIUIUTHHAM 0a30BOi 9acTu, popMUpyeMol ydacTHUKaMH o0pa-
3oBaTeabHbIX oTHOIIEHHH (B1.0.28) u u3yyaercs Ha 4 Kypce B 8 cemectpe.

B mMetoandeckom 1iaHe MUCIUIUIMHA OMUPACTCS Ha JIEMEHTHI KOMIIETCHIINH, COPMUPOBAH-
HbI€ TIpU U3ydeHuu aucuuiuinl «Mudopmarukay, «MartemaTkay, «[Ipouecchl U anmapaTsl XUMH-
YecKol TexHoJorum», «MojenupoBaHue cucrem», «MoaenupoBanue 00bEKTOB XMMHYECKOH TEX-
HOJIOTUI.

[TomrydeHHbIC B MpoliecCe U3YUEHUsT AUCHHUILTUHBI «COBPEMEHHBIC KOMITBIOTEPHBIC TEXHOIO-
UM B HAyKe U 3allUTa WHTEIIEKTYaJIbHOM COOCTBEHHOCTH» 3HAHUS, YMEHUS U HABBIKU MOTYT OBITh
UCIIOJIb30BaHbl B HAYYHO-HCCIIEA0BATEIHCKOW paboTe OakaiaBpa U MPHU BBITOJIHEHUU BBITYCKHON
KBATM(UKAIIMOHHON PabOTHI.

3. O0beM TUCHHILINHLI

Bcero,
aKaJIeMUYECKUX
. 4acoB
Bun yae6HO# paboThI
Ounas popma
oOy4eHust

OO0mast Tpy10eMKOCTb 1M CHUILIHHBI 2/ 72

(3a4eTHBIX eANHUI/ aKaJIEMUYECKUX YacOB)

KonrakTHasi pab6oTa ¢ npenojaBarejiem: 56
3aHATHUS JEKUUOHHOTO THIA 18
3aHSATHUS CEMUHAPCKOTO THTIA, B T.4. 36

CEMHUHApBI, MPAKTUIECKUE 3aHATHUS 36

nmabopaTopHbIe pabOTHI -

Kypcooe npoexktupoBanue (KP nmm KII)

KCP 2

JpyTye BUbl KOHTAaKTHOM paboThI

CamocrosiTesibHas padoTa 16

®opma Texkymero kourpoJsi (Kp, pedepar, PI'P, acce) -

®opma npome:xyTouHoii arrecrannu (KP, KII, 3auer, sx3amen) 3a4er




4. Copep:xkanue TUCHUNTHHBI

4.1. Pa3gespl AMCHUILIMHLI U BUABI 3aHATHH
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1. | PasBeprhiBanue U agMUHUCTPHPO- | 4 4 4 OIIK-5 [IK-5.1
BaHME 3allUIICHHBIX BUPTYallb-
HBIX YaCTHBIX CeTei. 3amura pa-
Oouero mecra oreparopa HHPOP-
MAallMOHHOM CUCTEMBI C UCIIOJIB30-
BaHHEM [POrpPaMMHO-aInapaTHo-
ro pemrenus JaCarta SecurL.ogon
2 | Ucnonb3oBaHue mporpaMMHBIX H | 6 6 4 OIIK-5 IIK-5.1
anmapaTHelX  KJIHOYEH  cepuu
HASP HL u HASP SL s 3amiu-
ThI POTPAMMHOT0 00ECIICUCHHUS
3. | Ucnonp3oBanue mporpamMMHBIX U | 4 4 4 OIIK-5 [K-5.1
anmapatHbIX ~ KIIOYeH  cepu
GUARDANT jgnst 3ammThl  1Ipo-
IPaMMHOTO 00eCTIeUeHH s
4. | Ucnonp3oBanue kiroueil cepuit | 4 4 4 OIIK-5 [K-5.1
eToken u ruToken mis mmdposa-
Hus uHbopmaruu u DI




4.2. 3aHaTHA JeKIMOHHOI0 THIIA

Ne
pasznena
IUCLI-

HaunmenoBanue TeMbl
Y KpaTKoe Cofep KaHue 3aHsATUS

O0nemM,
akaj. Ja-
CBI

uanoBanu-
OHHAas

dbopma

1.

Pa3BepThiBaHre BUPTYyaIbHOM YaCTHOW ceTH. Pa3BepThiBaHUE BUP-
TyaJbHOW 3alUIIeHHON YacTHO# cetu. Ha mpumepe I10 VipNet
CUSTOM pa3BepTbiBaHUE M aIMUHUCTPUPOBAHUE BUPTYAIbHOMN
3anMIeHHoi yactHoi ceru. JaCarta SecurLogon — ceprudunu-
pPOBaHHOE MPOTPaMMHO-ANIApaTHOE pEIIeHUE, I03BOJISIONICEe
OCYIIECTBUTh MPOCTON M OBICTPBIA HEpexoa OT OJHO(PAKTOPHOM
ayTeHTU(UKALUYA HAa OCHOBE Maphl JIOTUH-TIAPOJIb K ABYX(aKTOp-
HOW ayTeHTU(UKAIMK TPU BXOJE B OINEPALUOHHYIO CHCTEMY H
JOCTyIIe K CETeBBIM pecypcam 3a cu€r ucnoib3oBanus USB-
TOKEHOB W cMmapT-kapt. JaCarta SecurLogon — ycranoBka, mo-
CIICYyCTaHOBOYHAs HACTpOWKa, aAMHHHCTpUpoBaHue. Kommiekt
pazpaborunka Rutoken. Dnexrponnsie unentudukaropsl Pyroxen
Web.

4

JIB

Hcnonp3oBaHne TPOTPaMMHBIX M alllapaTHBIX KIIOYEH Ccepuu
Sentinel HL u Sentinel SL (HASP HL, HASP SL) mns 3amurs
MPOrPaMMHOTO obOecredeHus. 3amuTa MporpaMMHOTo obecrede-
HHS TPOrpaMMHO-aNnapaTHeIMH Kirouamu Mapku Sentinel HL.
3amuTa CeTeBOro MporpaMMHOro olecnedyeHus HHGOpMaluoH-
HBIX CHUCTEM HPOTrPaMMHO-ANMApPAaTHBIMH  KIIOYaMH  MapKH
Sentinel HL Net. JIu3unr nporpaMMHOro o0ecriedeHus: nHpopMa-
IIUOHHBIX CHUCTEM C HCIOJIb30BAaHMEM TEXHOJIOTHUM 3alllUTa Ipo-
TPaMMHOTO 00€CIedeHus] MPOrpaMMHO-ANIAPaTHBIMUA KITFOYaMHu
mapku Sentinel HL Time. 3amuTa nporpaMMHOro 00eCrieueHusl ¢
MTOMOIIIBIO 3aIUTHl HABECHOTO TUIA C WCIOJIH30BAHUEM arapat-
HOTO KJII0Ya 3aiuThl cepun Sentinel.

JIB

Hcnonp3oBaHne NpOrpaMMHBIX M amlapaTHBIX KIO4ed cepuu
GUARDANT s 3amuThl IPOrpaMMHOTO oOecriedeHus nH(Oop-
MAaIMOHHBIX CHCTEM. 3alluTa MPOrpaMMHOI0 00eCeueHHs C Io-
MOIIBIO 3aIIMTHI HABECHOTO THIIA C HCITOJIb30BAaHUEM alIIapaTHOTO
kimoya 3anuTsl cepun CUARDANT: ycTaHOBKa HHCTpyMEHTapHs
pa3paboTurka, TpeOoBaHUS K 3amiuiiaeMomy ¢aily, BapUaHTHI
JIMIIEH3UPOBAHUS.

JIB

Hcnons3oBanue kmoyeii cepuit e€Token u ruToken s mmdposa-
Husg uHpopmanuu u OUII. XpaHeHue U HCHOIB30BaHUE HJIEK-
TPOHHBIX LU(POBBIX CEPTH(PHUKATOB B aNMapaTHbIX TOKEHAX e-
token. CrangapTHble onepanuu padoThl ¢ HUGPOBBIMU cepTUDU-
KaTaMH: BBIITYCK cepTH]uKara, pabora ¢ HUPPOBBIM cepTUPHUKA-
TOM, TIPOJUVICHHE CPOKa JEUCTBHS JIEKTPOHHOTO IH(POBOTO cep-
TU(UKATA, OT3BIB 3JIEKTPOHHOTO LU(POBOro cepTUUKaTa.

JIB




4.3. 3aHATUS CEMUHAPCKOI0 THIIA

4.3.1. CeMuHapbl, NPAKTHYECKHE 3aHATUS

Ne
paszena auc-
LUIUINHBI

HanmMmenoBanue TeMbl
U KpaTKOe COJepKaHUE 3aHATHUS

O0nemM,
aKaj.
Yacel

NunoBanuonHas
dbopma

1

JaCarta SecurLogon — ycTtaHoBKa, MOCJIEYCTaHOBOY-
Has HacTpoiKa, aMUHHCTpUpoBaHue. Pa3BepTriBanne
BUPTYaJIbHOW 3aIlMILEHHON 4acTHOM cetu. Ha mpume-
pe I1O VipNet CUSTOM ¢dopmupyercs mpakTHIECKHE
HAaBbIKM pa3BEPTBIBAHUSA U aJIMUHUCTPUPOBAHMS BUP-
TyaJbHOM 3allMIIEHHON YacTHOU ceTu. Pa3BepThiBaHue
BUPTYy&JIbHOW 3alIMINEHHONW 4YacTHOM cetn VPN.
ViPNet Client — ycranoBka, koH(UTypHUpOBaHUE, 3a-
LIUTa, KII0YeBas “Iuckera’, KIo4eBod Habop. Aamu-
HUCTPUPOBAHUE BUPTYaJbHOM 3alLMIIEHHOW 4YacCTHON
cetu VPN — «/lenosas noura». Ilomydenue npaxkrude-
CKOTr'0 HaBbIKa paboThI ¢ IpuiIokeHueM «/Jlenoas mou-
Tay, apromnporeccur, JLII; TumoBbie cxembl nmpuMme-
Henus [10 ViPNet.

Cnania-
Ipe3eHTalHs,
rpyImnoBas Juc-
KyCCHS

3amuTa HCIONHSEMbIX eXxe (hailioB C IOMOIIBIO
HaBecHO# 3amuTel Sentinel. Tlonydenue mpakTH4ecKux
HaBBIKOB paboThI ¢ Sentinel kirouamMu 1 MporpaMMHBIM
obecnieuenuem Sentinel SDKVendor Suite. 3ammra
UCTIONHAEMBIX exe ¢aiinoB. OpraHuszanus BCTPOCH-
HOW 3alUThl NpOrpaMMbl, HamUcaHHOM Ha Visual
Studio ¢ nomompto SENTINEL, mpaktuueckue HaBbI-
ku padotsl ¢ Sentinel HASP API, ycranoButh BcTpo-
SHHYIO 3aIllUTY B TPOTPaMMYy, CO3JJaHHYIO CPEJICTBAMH
a3bika Visual Studio w/mmm Delphi. Beimonnuts yre-
HHE W 3alUCh JAaHHBIX Ha amllapaTHBId  KIIOY.
3ammra DLL Oubnuorek ¢ momoipio Sentinel.
Pa3zpaborates mporpammy cpeacrBamu Visual Studio,
WCTOJB3YIOUIYI0 AMHAMUYECKH MOJKII0YaeMylo OHo-
nuotexy DLL, 3ammmennyto ¢ momomipio Sentinel.

Cnaiia-
Npe3CHTAIHS,
IPYIIOBast IHC-
KyCCHs

3ammuTa HCIONHIEMBIX eXxe (DalljioB C TOMOIIBIO
HaBecHOM 3amuThl (Guardant, mojyyeHHe MpaKTUYe-
CKHUX HaBBIKOB paboThl ¢ Guardant kiro4aMu U TMPo-
rpaMMHBIM oOecrieuenneM Guardant. 3amura WCTOJI-
HSIEMBIX exe (haisIoB.

3ammra DLL Oubnunorex ¢ momoiero Guardant. Pasz-
pabotate mporpamMmy cpenctBamu Visual Studio, uc-
MOJTB3YIONTYIO JUHAMUYECKU MOAKIIOYAEMYy0 OMOJINO-

Crnaiin-
TIpe3eHTAIIHS,
TpyNIoBas Jauc-
KyCCHS




Ne
paszena auc-
LIUIUIUHBI

HanmeHoBaHue TeMsl
U KpaTKO€ CO/Ep KaHUE 3aHATUS

O0newM,
aKaj.
Yachl

HNunoBanmonnas

dbopma

4

AnmapaTHble KIIOYM 3aluThl cepun e-token. HaBwik
paboThI C 3JEKTPOHHBIMU LU(PPOBBIMU CepTH(HKATA-
mu. CoxpaHeHHE 3JIEeKTPOHHBIX IHU(POBBIX cepTHdU-
KaToB B anmapaTHBIX TOKeHax e-token. CtangapTHbIE
omepanuu paboThl ¢ IUGPOBBIMH CEPTUPUKATAMH:
BBIITYCK cepTuduKaTa, padbora ¢ HuppoBeIM cepTudhU-
KaToM, IIPOJUICHHE CpOKa JEHCTBUS DIEKTPOHHOTO
upoBoro cepTuuKaTa, OT3bIB IEKTPOHHOTO LHU(D-
poBoro cepru¢ukara. AmnmapaTHble KIIOYH 3aIIUTHI
cepud ru-token, HaBBIK paOOTHI C AIEKTPOHHBIMU LU (D-
poBeiMU cepTHdukaTamu. CoXpaHEHHE 3JIEKTPOHHBIX
U(POBBIX CEPTUPHUKATOB B aNIapaTHBIX TOKEHAX Iu-
token. CtangapTHble onepaly paboThl ¢ HUPPOBBIMU
cepTH(HKATaMU: BBITYCK cepTuduUKaTa, padora ¢ uud-
POBBIM CEpPTUPHKATOM, TNPOJICHUE CPOKa JCHCTBUS
AJIEKTPOHHOTO MHU(POBOTO CepTHUUKATA, OT3BIB IICK-
TPOHHOTO I (PPOBOTO cepTUdUKaTA.

rpynmnoBas Jauc-

Cnanna-
Mpe3eHTalus,

Kyccus

4.4. CamocTosiTe/ibHAsA padoTa 00yYaroIuxcst

No
paszena Juc-
LUTUTAHBI

ITepeuenb BOITPOCOB 1J1st
CaMOCTOSITEJIBHOTO U3yUYECHUS

O0BeM,
aKaJ. 4achl

dopma KOH-
TpOJIA

1

JaCarta SecurLogon — ceprudunmupoBanHoe mpo-
IrPaMMHO-aINIapaTHOE PEIIECHUE, MO3BOJISIIOIIEE OCY-
IIECTBUTH MPOCTOM U OBICTPBII NEpexo]l OT OJHO(DaK-
TOpHOW ayTeHTH(HKAIMM Ha OCHOBE Maphl JIOTHH-
napoib K JBYX(akTOpHOW ayTeHTU(UKALMKU MpH
BXOJIE B OIIEPALIMOHHYIO CHUCTEMY U JOCTYIIE K CETe-
BBIM pecypcaMm 3a cu€T ucnoiab3oBaHus USB-ToOkeHOB
u cmapr-kaprt. JaCarta SecurLogon — ycraHOBKa,
MOCJIEyCTaHOBOYHAsl HACTpOiika, aJMHUHHUCTPHPOBA-
Hue. Pa3BepThiBaHNSA U aAMUHUCTPUPOBAHUE BUPTY-
aIbHOW 3aIMIIICHHON YaCTHOM CETH.

4

YcTHBII onpoc
Nel

3amuTa TpPOrpaMMHOrO OOECHeYeHHUsT C IOMOIIBIO
3alMThl HABECHOT'O THUIIA C HCIIOJIB30BAHMEM amia-
paTtHoro kiroua 3amutel cepur HASP: npexncraBure-
mu kmouen cepun HASP HL, ucnons3zoBanne HASP
Envelope, monenu nunensuposanus [1O. 3amuta
IIPOrpaMMHOT0 00eCHeueHUs] ¢ TOMOIIBIO 3aIIUTHI
BCTPaMBAacMOro THIA C UCIOJB30BAHHUEM allllapaTHO-
ro kiroya 3amutel cepun SENTINEL. Ionkmrouenue
oubnmotek 3amuthl SENTINEL Ha ypoBHE HCX0mHO-
ro KoJa, OCOOCHHOCTH BCTPAaWBAaEMOMN 3aIIUTHI IS
BBIOPAHHOTO fA3bIKA IIPOrPAMMUPOBAHMSL.

YcTHBII onpoc
Ne2




No
paszena awc-
LUIUIUHBI

IIepeuenb BOIIPOCOB it O6newm, dopma KOH-
CaMOCTOSITENIbHOTO U3yYeHUs aKaj. 4achl TPOJIst

3 3amuTa MOpOrpaMMHOrO obOecreueHus (OuOIMoTEU- 4 VYeTHBli ompoc
Hbix dIl mMosmynei) ¢ MOMOIIBIO 3aIUTHl BCTpauBae- Ne3

MOTO THIIa C HCIIOJIb30BAHHEM allapaTHOro KJIrda
sammthl cepun SENTINEL, Guardant, HASP: ctpyk-
Typa 3ammmaeMbix dll OGuOIMOTEK, aHaIU3 CXEMBI
3amuThl dll, 0COOEHHOCTH MOJENH JIMIICH3UPOBAHUS.
3amuTa TPOrpaMMHOTO OOECHEYEHHUsT C IMOMOIIBIO
3aI[UTHl HABECHOTO THIIA C MCIIOJIH30BAaHUEM arla-
patHoro Kitoua 3amuThl cepur Guardant: yctaHOBKa
WHCTPYMEHTapHUsl pa3paboT4yuKa, TpeOOBaHUS K 3a-
HIMIAeMOMY (aiiily, BapUaHThI JIMIICH3UPOBAHHUSI.

4 XpaHeHne KOH(QUICHIMAIbHBIX JAHHBIX [10JIb30BaTE- 4 VYeTHBIH onpoc
neii B anmapartHbIX kmodax cepuit eToken u ruToken. Ne4
Pa3BepreiBanne llenTpa ceprudukanuu: HCHOIB30-
Banue K imoueil eToken; ucnonb3oBanue ruToken.
PasBepTriBaHus M aAMUHUCTPUPOBAHUE BUPTYAIBHON
3amuIeHHol yactHo cetu I10.

5. IlepeyeHb y4eOHO-MeTOAMYECKOI0 oOOecrevyeHHs AJIsl CAMOCTOSITENIbHONH PadoThl
o0y4arommxcs o JMCHHILIMHE

Mertoanueckue yKa3aHus [Tl 00yJarOMIUXCsl 10 OPraHU3aI[MU CaMOCTOSTEIIBHOM pabOTHI 110
JMCITUIIMHE, BKJIIOYAsl MIEPEUYCHb TEM CaMOCTOSATEIbHOM paboThl, (OPMBI TEKYIIIETO KOHTPOJIS IO
JUCHUIIIIMHE U Tpe60BaHI/I$I K HUX BBIIIOJIHCHUIO Pa3MCUICHLI B BHGKTpOHHOﬁ I/IH(bOpMaIII/IOHHO'
obpasoBatensHoii cpeae CITIOI TU(TY) na caiite: http://media.technolog.edu.ru

6. DoHJ 01LIEHOYHBIX CpPpEaACTB 1Jisl MIPOBECACHUA l'lpOMC)KyTO‘-IHOﬁ aTTreCTalumn

[TpomesxyTouHas aTTeCTanus MO AUCIUILUTUHE TPOBOIUTCS B BUJIE 3aUeTa.

3auer mpeaycMaTrpuBaeT BHIOOPOUYHYIO MPOBEPKY OCBOCHUS MPEAYCMOTPEHHBIX 3JIEMEHTOB
KOMIICTCHIIMIH ¥ KOMILICKTYETCSI TEOPETUUYCCKUMHU BOMPOCaMHU (JJIsi IPOBEPKH 3HAHHM, YMCHHU U
HAaBBIKOB).

[Tpu cnaue 3ayera CTYyAEHT MOJIyYaeT JABa BOIPOCA U3 MEPEUYHS BOIIPOCOB, BPEMS TIOJTOTOB-
KH CTyJIeHTa K 0TBeTY - 10 30 MuH.

[Ipumep BapraHTa BOIPOCOB Ha 3ayeTe:

BapuanT Ne 1
1. OcHOBHBIE KOMIIOHEHTBI CUCTEMBI 3aIIUTHI HH(POpMaIK ¢ ucrnonb3oBanueM VPN: ompe-
JIETICHUE, COCTaB, XapaKTEPUCTUKU, TPeOOBaHMS?
2. Kak 3amuTiTh UCTIOTHAEMBIH (aiii exe CTpYKTypbl HH()OPMAITMOHHON CUCTEMBI, UCTIONb-
3ysl HABECHYIO 3aIlUTY, 0a3UPYIONIYIOCS Ha IPUMEHEHUH Kiroda Sentinel?

Pe3ynbTaThl OCBOEHUS TUCIUIIMHBI CYMTAIOTCS JOCTUTHYTBIMH, €CJIA JIJIsI BCEX JIEMEHTOB
KOMIIETEHLIMI JOCTUTHYT MTOPOrOBbI YPOBEHb OCBOCHUSI KOMIIETCHIIMU HA JAHHOM 3Tale — OLCHKA
«3a4eTy.
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http://media.technolog.edu.ru/

7. llepevyeHb yueOHBIX U3IaHUI, HEOOXOAMMBIX JJI5l 0CBOCHUS THCHUILIHHBI
a) meyaTHbIe U3TAHMSI:

1. Amnanuvenko, 1.B. Anmapatubie kimtoun eToken. CpenctBo 3amuthl € Token Network Logon:
[Tpaktukym / M. B. Ananuenko ; CIIOI'TU(TY). Kad. cucrem. ananmuza. — CIIG. : [6. u.],
2015. — 26 c. : un. — bubnuorp.: c. 26.

2. Hopenxos, U. II. ABromaru3upoBaHHble UHPOPMAIMOHHBIE CHCTEMBI: YUeOHOE mocodue
Juis By3oB 1o Hampasienuro 230100 "MudopmaTrika u Berancnutenbhas texauka" / . I1.
Hopenkos. — M. : U3n-so MI'TY um. H.D.baymana, 2011. — 342 c.

0) 2JIeKTPOHHbBbIE y4eOHbIe N3IaHUS:

1. HaOuymmna, C. H. Undpopmaruka u UKT. Kypc nexumit: yuebnoe mocobue / C. H.
Ha6uymmuna. — CI16; M.; Kpacuomap: Jlaus, 2019. — 72 c. (OBC Jlaub)

2. Jlonatun, B.M. MudopmaTuka st mHxeHepoB: YuebHoe mocodue / B. M. Jlonatun. —
CI16; M.; Kpacuonmap: Jlaus, 2019. — 172 ¢. (OBC Jlanb)

3. Opnosa, U.B. Nudopmatuka. [Ipaktrueckue 3aganus: Yaeonoe nocodue / 1. B. Opnosa. —
CII6; M.; Kpacuonap: Jlaus, 2019. — 140 c. (OBC Jlaub)

4. Amnanuenko, M.B. Ucnonp3oBanne kmoueit cepun HASP HL mist 3ammtel mHGOpMAIHH.
3amuTta mporpaMMHOro obOecnedeHus: Meroauueckue ykazanus / M. B. AHaHYeHKO;
CIHOI'TU(TY). Kad. cuctem. ananmza. — DnekTpoH. TekcToBble aaH. — CII0. : [6. u.], 2012.
— 69 c.: w1, — bubnumorp.: c. 68 (OBb).

8. IlepeyeHb 3JIEeKTPOHHBIX 00pPa30BaTEJbHBIX PeCypcoB, HEOOXOAUMBIX VI OCBOCHHS
AUACHHUILINHBI
yueOnbIit mian, PITJ] u yue6HO-MeTonnyeckue maTepuaisl: hitp://media.technolog.edu.ru

HIIEKTPOHHO-ONOITHOTEYHbBIE CHCTEMBI:
«DNEKTPOHHBIN YHTATBHBIHN 3a1 — bubmuoTex» https://technolog.bibliotech.ru/;
«JIanby https://e.lanbook.com/books/

9. MeToauyeckne yKazaHus Il 00y4AIOIIUXCS 110 OCBOCHHIO TUCIHUIIIMHBI

Bce Bunpl 3anatuit no aucuuruinae «KoprnoparuBHslie HH(QOpMALIMOHHBIE CUCTEMBD» IIPOBO-
JSITCS B COOTBETCTBUM ¢ TpeboBanusmu cienyromux CTII:

CTII CIIGI'TU 040-02. KC YKB. Buas! yueonbix 3anstuid. Jlekius. O0mue TpeOoBaHus;

CTO CIIoI'TH 018-2014. KC YK/IB. Buap! yueOHbIx 3aHsTH. CeMHHAPHI U IPaKTHYECKHUE
3aHaTud. O61mue TpedoBaHMsI K OpraHu3aliy U MPOBEACHHUIO.

CTII CIIOI'TH 048-2009. KC YK]/IB. Buabl yueOHbIX 3aHaTui. CaMOCTOSTENbHAS MIJIAHU-
pyemas padoTa ctyaeHToB. O0mue TpeOoBaHMs K OpraHu3aIlii U MPOBEICHHUIO.

[TnanupoBaHue BpeMeHH, HEOOXO0AUMOTO Ha W3y4YEHHUE JaHHOM MUCLHUIUIMHBIL, JIy4Ille BCEro
OCYIIECTBIISITH HA BECh CEMECTP, MIpelycMaTpuBas IpH 3TOM PETyJISIpHOE TOBTOPEHHE TPONHIEHHOTO
MmarepHaa.

OCHOBHBIMU YCJIOBUSIMU NMPABUIILHOW OpPTraHU3alliK Y4eOHOTro Ipolecca JUisl CTYJEHTOB SB-
JseTCs:

IJIAHOBOCTh B OpraHU3alNK Y4eOHOU paboThI;

CEpbE3HOE OTHOIIECHNE K U3YUYEHUIO MaTepHaa;

MIOCTOSIHHBIM CAMOKOHTPOJIb.

Ha 3aHATHS CTYAEHT OJKEH NIPUXOJUTh, UMEs 3HAHUS 110 YK€ U3yUYCHHOMY MaTepHaiy.
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10. Ilepeyenbs MHGPOPMANMOHHBIX TEXHOJOTHIl, MCMOJIb3yeMbIX MPHU OCYIIECTBJIEHUH
0o0pa3oBaTeIbHOIO Mpouecca Mo JMCUUIINHE

10.1. UnopmMaumoHHbIEe TEXHOJIOTHH

B y4eOHOM Tiporiecce Mo JaHHOW MUCIUIUIMHE MPETYCMOTPEHO HCIOIh30BaHUE HH(pOpMa-
LIIMOHHBIX TEXHOJIOTHH:

YTEHUE JIEKLUN C UCIIOJIB30BAHUEM CIalA-IIPEe3CHTALUN;

B3auMoOIeicTBHE ¢ oOydaronumucs rmocpeactsom DUOC.

10.2. IlporpamMHoOe oOecniedeHue
[Mporpammer: OC Microsoft Windows, OC Kali Linux, OC AstraLinux, OC Ubuntu,
MathCAD, Microsoft Office (Microsoft Word, Microsoft Excel, Microsoft Access, Microsoft
PowerPoint), uaterpupoBannas cpeaa Microsoft Visual Studio Community. VMware Work-
station Player. Hyper-V. MS Virtual PC. KommiekT pa3zpabotunka Sentinel LDK 7.10, Senti-
nel HASP 5.12.

10.3. Ba3bI JaHHBIX 1 HHPOPMALMOHHO CIIPABOYHbIE CHCTEMbI
CrnpaBouHo-nouckoBas cucrema «Koncynbrant-ITnrocy

11. MarepuajibHoO-TeXHUYecKas 0a3a, HeoOXoauMasi JJisi OCyllecTBJeHHsI 00pa3oBa-
TeJIbHOI0 Mpolecca no JUCIHUILIUHE.

Jlns BeaeHUsl JEKIIMOHHBIX U MPAKTUYECKUX 3aHSATUH HCIIOJIb3YeTCsl KOMITbIOTEPHBIN Kiacc,
OCHAIIIEHHBI 00BEIMHEHHBIMH B CETh MEPCOHAIBHBIMU KOMITBIOTEpAMH, 000PYJOBaHUEM U TEXHU-
YECKMMU CpEICTBaMU OOY4YEeHHs] Ha HEOOXOAMMOE KOJIMYECTBO MocaJouHbIX MecT. [Ipu mposene-
HUM 3aHATHHA HCIIONB3YETCS ayauTOpUs, 00OpylOBaHHAs NMPH HEOOXOTUMOCTH MPOEKTOPOM IS
oToOpaxeHus npe3eHtauui. Kpome Toro, nmpu npoBeieHUN JEKIUI U NMPAKTUYECKUX 3aHITHH He-
00XO0JMM KOMIBIOTEpP C YCTAaHOBJIEHHBIM Ha HEM Opay3epoM U MPOrpaMMHBIM OO€CleYeHUEeM JUIsl
neMoHcTpanuu npesentanuii (Power Point u ap.). Jlns camocrositensHO#M paboOTH ¢ MeauamMaTepu-
aJlaMU KaXJIOMY CTYJEHTY TpeOyeTcsl HepCOHANbHBIM KOMIBIOTEP WM MJIAHIIET, IHPOKONOIOCHBIH
JIOCTyIl B ceThb MHTepHeT, Opay3ep mociieHeld BEpCUH, YCTPONUCTBO NJIsi BOCTIPOM3BEACHUS 3BYKa
(IMHAMUKH, KOJIOHKU, HAYIITHUKH U JIp.)

12. OcoGeHHOCTH OCBOEHHSI AUCHMIIVIMHBI UHBAJIMAAMHU U JJUIAMHU ¢ OTrPAaHMYCHHBIMHA
BO3MOKHOCTAMMU 3/10POBbSI.

Jlis  WHBATWMIOB H JIMI[ C OTPaHUYEHHBIMH BO3MOXKHOCTSAMH Y4eOHBIE MpoIece
OCYIIECTBIISIETCS B COOTBETCTBUMU ¢ llomoskeHreM 00 opraHuzanud y4eOHOro Tmpolecca Jis
oOydeHHsT WHBATUAOB U JHI[ C OrPAaHUYCHHBIMH BO3MOXXHOCTsMH 370poBbs CIIGI TU(TY),
YTBEpKJI€HHBIM pexkTopoM 28.08.2014r.
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[Ipunoxenue Ne 1
K paboyeil mporpamme JUCIUITIHHEL

MoH/1 OLIEHOYHBIX CPEACTB
JJIs1 MPOBeIeHusI MPOMeKYTOUYHOI aTTeCTAlMHU 10
aucuuminie «CoBpeMeHHble KOMIIbIOTEPHbIE TEXHOJIOTMH B HAYKe U
3aIUTA MHTEJVIEKTYAJbHOM COOCTBEHHOCTH

1. IlepeyeHb KOMIIETEHIIHIi K 3TANIOB UX (POPMHUPOBAHUS.

Nunexc
a Copnepxanue Oran popMupoBaHUsL
KOMIIETCHIINH
OIIK-5 Cnocofen pemarthb 3aa4uu B 00J1aCTH Pa3BUTHA MIPOMEKYTOYHBIH

HAYKH, TEXHUKH U TEXHOJIOTMU, MPUMEHSAS MeTO-
JAbI CHCTEMHOI0 aHAJM3a U YIPABICHUS C Y4E€TOM
HOPMATHBHO-NIPABOBOIr0 peryjJupoBanus B cdepe
HHTEJNIeKTYAJIbHOH COOCTBEHHOCTH
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2. Iloka3aTe/iu U KPUTEPUHU OLIEHNBAHUS KOMIETEHIIHIl HA Pa3IMYHBIX ITanax UX (OpMUPOBAHHUS, IKAJIA OLlEHUBAHUS

Kon n naumenoBanue | Ilokazarenu chopmupoBaH- Kpurepuit YPOBHU COOPMHNPOBAHHOCTU
WHJUKATOpa 10CTU- HOCTHU (AECKPUIITOPHI) OLICHUBAHUS (onucaHue BBIPAXKEHHOCTH JECKPUIITOPOB)
JKCHMA KOMIICTCHIIMM «YOOBJICTBOPUTECIILHOY «XOpOLIO» «OTJIMYHO»
(TIOpOTOBBIIA) (cpemumuii) (BBICOKHIA)

K-5.1 IIpaBuiabHO onpeaensieT OtBerel Ha BoO- | 3aTpynHsiercsi B ueTkoM | OmpenenseT — ocHOBHbIE | JleMoHCTpupyeT — riy0o-

TTpuMenenue coppe- | MPHHINIIBI IPHMEHEHNA CO- npocsl Nel - 23 k | ompeaeneHHH NMPUHIWNOB | MPUHOUIBI UM MOAXOABI K | KM€ 3HAHUS MPUHIUIOB U

MEHHBIX HpOFpaMM— BPEMCHHBIX IPOTrpaMMHBIX 3a4€Ty U 10AXOJ0B MPUMCHCHUA | IPUMCHCHUIO COBPEMECH- | MOAXOA0B K MPUMCHCHUIO
CPEACTB C y4ETOM HOPM pEry- COBPEMEHHBIX MPOTrpaMM- | HBIX NPOTPaMMHBIX | COBPEMEHHBIX po-

HBIX CPCACTB € yHe- JMPOBAHMUS UHTEIICKTyaIbHON HBIX CpPEACTB C YYETOM | CPEICTB C Y4eTOM HOPM | TPaMMHBIX  CpEICTB  C

TOM HOPM PEIyJNPO- | coGcrpennoctn (3H-1). HOPM DPETyJIMpOBaHMS WH- | PETYIMPOBAHUS ~ HMHTEN- | yYETOM HOPM PETYIHPO-

BaHusA  UHTCIUICKTY- TEIUICKTYJIbHOM C00- | JIeKTyallbHOH COOCTBCH- | BAaHUS MHTEIUICKTYaJIbHOM

anbHON COOCTBEHHO- CTBEHHOCTH. HOCTH. COOCTBEHHOCTH.

CTH JdeMoHCTPUpYET HABBIKU OTBeTHI Ha BO- HemoHcTpupyer cnabbie | JleMoHCcTpupyeT ¢ ommO- | JleMOHCTpUpYeT Xopolre
BHEIPEHUSA COBPEMEHHBIX npocel Nel - 23 K | HABBIKM BHEJPEHHs] CO- | KAMH HABBIKM BHEIPCHHS | HABBIKM BHEAPEHUS CO-
IIPOIPAMMHBIX CPEICTB C y4e- | 3a4eTy BPEMEHHBIX  IIPOrPaMM- | COBPEMEHHBIX IIpO- | BPEMEHHBIX  NPOTPaMM-
TOM HOPM PETYJINPOBAHUS UH- HBIX CpEJACTB C YYETOM | TPAMMHBIX  CPEJACTB C | HBIX CPEICTB C YYETOM
TEJUIEKTYaJIbHOH COOCTBEHHO- HOPM PEryJMpOBaHMs MH- | YUETOM HOPM pEryJIupo- | HOpM perynupoBaHust
cru (V-1). TEJJICKTYyallbHON c00- | BaHHMS MHTEIUIEKTYaJbHOH | MHTEIUIEKTyaIbHOW CO0-

CTBEHHOCTH COOCTBEHHOCTH. CTBEHHOCTH.

Ilepeuncisier ¥ NPUBOAUT
npuMepsl perIeHys 3aad,
CBsA3aHHBIX C MECTOJJaMU IIpU-
MEHEHUS COBPEMEHHBIX MPO-
IPAaMMHBIX CPEJIICTB C YIETOM
HOPM pETYJIUPOBAHUS UHTEII-
JIEKTYaJIbHOW COOCTBEHHOCTH
(H-1).

OTBeTHI Ha BO-
npocel Nel - 23 x
3aueTy

3aTpyaHAETCS C pELICHU-
€M 3aj1a4, CBS3aHHBIX C
METOJaMU  TIPUMCHEHHS
COBPEMEHHBIX IPOrPaMM-
HBIX CPEACTB C Y4YeTOM
HOPM DEryJUpOBaHHs WH-
TEeJJICKTyalIbHON co0-
CTBEHHOCTH.

CripaBsieTcs ¢ pelieHueM
TUIIOBBIX 3aJ1a4, CBsI3aH-
HBIX C METOAaMH HpI/IMe-
HEHUs COBPEMEHHBIX
IPOrPaMMHBIX CPEICTB C
YUETOM HOPM PETYJIHPO-
BaHUs MHTEIUICKTYaJIbHOM
COOCTBEHHOCTH.

JemoHcTpHpyeT xoporne
HaBBIKM M YMEHHsS pellie-
HUS 3aj]a4, CBSA3aHHBIX C

METOAaMH  NPUMEHEHUs
COBpPEMEHHBIX po-
TPaMMHBIX  CPEICTB  C

Y4€TOM HOPM PEryJIHpO-
BaHUS WHTEIUICKTYalbHOU
COOCTBEHHOCTH.

[lIxamna onenuBanus coorserctyer CTO CIIGI TU(TY):
[To nucuuIUIMHE MPOMEKYTOUHAS aTTECTAIH MPOBOAUTCS B (popMme 3adera, IIKana OlEeHUBaHUS — OajuIbHAS (KOTIIMYHOY, «XOPOIII0Y», «YIAOBIe-
TBOPUTEIBLHOY, «HEYTOBIETBOPUTEIBHOY).
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3. TunoBbIe KOHTPOJIBHBIC 3aJaHUA AJIHA MPOBECIACHUA l'lpOMC)KyTO‘[HOfI aTTeCTAalluu

a) Bonpochl 1Jis1 OlleHKU 3HAHUI, YMEHH U HABBIKOB, CGOPMHPOBAHHBIX y CTYAEHTA
nmo komnerenuuu INK-5:

1. 3ammmra mporpaMMHOro obecredeHus ¢ IMoMoIIbIo Kiroua Sentinel HL?

2. 3ammTa nporpaMMHOro o0ecredeHus ¢ momMouisio kimoda Guardant?

3. 3ammTa mporpaMMHOro 00eCIeYeH s C IIOMOIIBIO MPorpaMMHOro Kiroua Sentinel SL?

4. 3ammTa mporpaMMHOT0 0OecrieueH s ¢ TOMOIIBI0 IporpaMMHoro kito4ya Guardant SP?
5. Metozp! 3amuThl HHGOPMAIIMU B KOMIIBIOTEPHBIX CETAX?

6. AaMuHHMCTpUpOBaHue 3amuieHHbIXx VPN-cereii?

7. AIMUHHCTPUPOBAHWE 3AIUINEHHBIX BUPTYAIbHBIX YacTHBIX cered (Ha mpumepe [10
VipNet)?

8. Pa3zBepThiBaHME U aIMUHUCTPUPOBaHUE 3allUIIeHHBIX VPN-ceteit?

9. Dnexrponnsie kmoun Guardant. DnexTponssli kitod Guardant Sign?

10. Dnextponnslii kimou Guardant Code. JluneH3upoBaHue ceTeBbIX MPUIOKEHUH. 3aiu-
IICHHBIE CXEMBI MPOJaXK?

11. Kommnekts! pazpaborunka Guardant. Berbop moaenu kimtoua?

12. ludppoBanus nanueix 1 DI ¢ moMomrsio anmapatHbix Kitodei eToken?

13. lIudposanus gqanusix u DI ¢ momomibio anmapaTHbix Kirouel ruToken?

14. ViPNet Administrator (AxmuauCTpaTop). OCOOCHHOCTH KITFOYEeBOH CTPYKTYphI VipNet.
15. Ucnonb3oBanue anmapatHbiX kirouden 3amuthl eToken u HASP ms 3amuter 110 u uH-
dbopmaru mojb30BaTeIICH.

16. KiroueBoii u ynocrosepsitomuii 1eHtp VipNet Custom. TexHonorus pasrpaHuyeHus
noctyna K nHdopmanuu Ha npumepe ViPNet.

17. Yactasle cetu (VPN): npuHIMIBI MOCTPOEHUS, KOHUTYpUPOBAaHHE, BApUAHTBI peau-
3alUH.

18. Dnexktponnsble kaoun Guardant. BeiGop Mozenu kiaroda. Y naneHHoe OOHOBJIEHUE MaMsi-
TH KJIIOYa.

19. ViPNet — cepBep otkpsitoro Mutepuera. TpancnoptHbiii Moayns METP. JlenoBast mou-
ta. VPN kak cpencTBo MHPOPMAIIMOHHOM 3aIUTHI.

20. HenTps! cepTuduKany — Ha3HaYeHHUE, TEXHUYECKasl peaan3ariysl.

21. Buasl yrpo3 6e3onacioctu B TKC. Kpunrorpaguyeckue cCUCTEMbI U UX HCIOIb30BaHHE
B VipNet.

22. Komrutekt pazpadborunka RuToken. Diexktponnsie uaeHTudukaropsl Pyroken Web.

23. 3amura paboyero mecra orneparopa WH(GOPMAIIMOHHON CHUCTEMBI C HCIOJIb30BaHUEM
mporpaMMHoO-araparaoro pemenus JaCarta SecurLogon.

[Ipu cpaue 3adera, CTYAEHT MOJIydaeT JiBa Bompoca chopMUpPOBAaHHBIX Ha OCHOBE MEPEUHS,
NPUBECHHOTO BhIIIE. BpeMsi MOATOTOBKYU CTy/I€HTa K YCTHOMY OTBETY Ha BOnpochl — 10 30 MuH.
5. MeToanueckne MaTepuaJibl /sl onpe/ieJieHUs] NPoLeAyp OlleHUBAHUS 3HAHMIA, yMe-

HHH M HABBIKOB, XapaAKTEePHU3YIOIIHX ITaNbl (POPMHUPOBAHUA KOMIIETEHIUI.

HpOMe)iCYTOqHaH arTeCTanus Mo AUCHUIITIMHE IMTPOBOJUTCA B COOTBCTCTBHUU C Tpe6OBaHI/I$IMI/I
CTII CTO CII6I'TU(TVY) 016-2015. KC YKB Ilopsinok mpoBeIeHUs 3a9€TOB U SK3aMEHOB.
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