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1 lepeyeHb MJIAHMPYEMBIX Pe3yJIbTATOB 00yUeHHs M0 JUCHHUILINHE, COOTHECEHHBIX € MJIAHUPYEMBIMH pe3yJbTaTaMU 0CBOeHHs 00pa3oBa-

TeJbHOI MPOrpamMMbl

B pesynbrare ocBoeHUs 00pa3oBaTEIbHON MPOrPaMMBbI 00 YUAIOIIHIACS JOJDKEH OBJIAJCTh CICAYIONUMHE Pe3yIbTaTaMi 00YIEHUS 110 TUCITUILTHHE:

KO,I[ N HAUMCHOBAaHHEC
KOMIICTCHII UM

KOI[ 1 HAUMCHOBAHHEC WHJWKAa-
TOpa JOCTHUXKCHHUA KOMIICTCHIINN

[Inanupyemblie pe3ynbTaThl 00yUeHUs
(meckpunTOpHI)

K-4

CnocoOeH BBITIOJIHATH PaOOTHI
no OOCITY>KHBAaHUIO MPOTPAMM-
HO-aIllapaTHBIMU  CPEJICTBAMU
ceTeil 1 MHHOKOMMYHUKAIIHIA

IK-4.3
YcraHoBKa U HacTpoiika ceTe u
MH(POKAMMYHHUKAIIUN

3HaTh:

OCHOBHBIC TEXHHYECKHE CPEICTBa PEUICHHS 3aJad: KOMIIBIOTED U KOMIIBIOTEp-
Hble TexHojoruu (3H-1).

Ymern:

WCCJICZIOBATh BBIYHCIUTEIBHBIC CETH KaK SAMHOE IIeJIOC, YUUTHIBAsl B3aUMOCBSI3b
Mex 1y dsiemeHTamu cuctem (Y-1).

Biaanersn:

TEXHOJIOTUSIMH KOMIIBIOTEPHOTO CCIICIOBAHUS HAICKHOCTH BBIUMCIIUTEIIbHBIX
cereit (H-1);




2 MecTO AUCHMIJIMHBI B CTPYKTYpe 00pa3oBaTe/IbHOM MPOrpaMMbl

JucuummHa OTHOCUTCS K IUCHUILTMHAM 10 BBIOOPY YacTH, (popMupyemMoit yqacTHUKaMH 00-
paszoBarenbubix otHomenui (b1.B.JIB.02.02), 1 u3y4aercs Ha 4 u 5 Kypcax.

B meroanueckoM IiaHe JUCHMIUIMHA OMUPACTCS HA 3JEMEHTHl KOMIIETCHIMH, chopMupo-
BaHHbIC NPU U3YUYEHUU JUCHUILTUH «MaTtemaTnkay, « BBenenrue B uHQOpMaIIMOHHBIE TEXHOJIOTHI,
«Dusukay, «Jluckpernas marematukay, «Teopus MH(GOPMAIMOHHBIX cUCTEM», «OmneparoHHbIC
CUCTEMBI».

[Tony4yeHHble B mpolecce U3y4eHUs TUCHUIUIMHBI «BblunciuTenbHbIe CeTH, CPecTBa U CH-
CTEeMBbl CBSI3W» 3HAHUS, YMEHHMS W HAaBBIKK MOTYT OBITh HCHOJb30BAaHBl B HAY4YHO-
UCCIIEIOBATEIbCKON PabOTE U MPU BBIMOJIHEHUH BBIITYCKHON KBaTH()PUKALIMOHHON paboTHI.

3 O0neM AUCHUILIUHBI

Bcero,
aKaJIeMUYECKUX
. 4acoB
Bun yae6HO# paboThI
3aouHnas popma
oOyueHus

OO0mast TpyA0eMKOCTb 1M CHUILIHHbBI 4]/ 144

(3a4eTHBIX SAMHMI aKaIEMUICCKIX YacOB)

KonrakTHasi paboTa ¢ npenojaBaresieM: 10
3aHSATUS JTEKIIUOHHOTO THIIA 4
3aHSATHUS CEMUHAPCKOTO THTIA, B T.4. 6

CEMHUHApBI, MPAKTUYECKHE 3aHATUS (B TOM YHCIE MpPaKTUYECKas 6 (1)

MOATOTOBKA)

nmabopaTopHbIe pabOTHI -
kypcoBoe npoektupoBanue (KP wim KIT) -
KCP -
JpyTye BUIbl KOHTAKTHOW pabOThI

CamocrosiTesibHas padora 125

®opma texkymero koutpos (Kp, pedepar, PI'P, acce) Kp(2)

®opma npome:xkyTounoii arrecrauuu (KP, KII, 3auer, sx3amen) Ox3amen (9)




4 Copep:kanue TUCHUNTHHBI

4.1 Pa3zgeanl IMCHUILIMHLI U BUABI 3aHATHH

3aHATHS CEMU-
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1 | CereBoil ypoBeHb ATAJIOHHON MOjIE- 1 1 30 [1K-4 [1K-4.3
1 OSI. MexceTeBoe B3aUMOJIEN-
CTBHE.
2 | TpaHCIOpTHBIN U CEAaHCOBBI YPOBHU 1 1 30 [1K-4 [1K-4.3
STAJIOHHOH MOJEIH B3aUMOIEHCTBUSA
OTKPBITBIX CHCTEM
3 | [IpencraBuTenbCKUil ypOBEHH ceTe- 1 2 30 [1K-4 IK-4.3
o moaenn OSI. be3omacHocTs 1
CII0COOBI 3aIUTHI JAHHBIX B CETIX
OBM.
4 | IlpuknasHOM ypOBEHb ATAJOHHOU 1 2 35 I1K-4 [1K-4.3
mozenu OSI. CiyxObl TPUKIATHOTO
YpPOBHSL.
4.2 3aHATHSA JTeKIIMOHHOT0 THIIA
Ne
a3 e HanmenoBanue TeMbI O0nemMm, |MuHOBanmmonHas
p A U KpaTKoe Co/Iep KaHue 3aHATUS aKaJl. 4achl dopma
1 CeteBoil ypoBeHb dTanoHHON Moaern OSI. Mexce- 1 JIB

TEBOE B3aUMOJIeHCTBHE

[TpOTOKOJIBI MEKCETEBOTO B3aMMOJAEHCTBHS, MPOTO-
kos1 Uurepuer (IP). IlpeumymiectBa M HEAOCTaTKH
texHosyoruu IP. [lonstue makera. 3aroloBok makera
IP Bepcum 4 (IPv4). ®parmenrtanus naketoB. Anpe-
camus yCTPOMCTB, BUIBI M CTPYKTypa anpeca. [lons-
tue |IP-anpeca. Knaccel IP-anpecoB. Vcnonb3oBanue
Macok B IP-agpecammmu. [Tonceru. KnaccoBas u Gec-
KJaccoBas — anpecanus. 3ape3epBupoBaHHbIe  |P-
ajgpeca W Juarna3oHbl nojcerei. TpaHcasuus ceTeBo-
ro agpeca (NAT) u ocHoBHBIE ee TexHOJOoruu. Kitto-
YeBbI€ MMPOTOKOJIBI CETEBOIO YPOBHS U UX (PYHKIIHO-
HaJllbHOEe HaszHaueHue. OrToOpaxkeHHe JTOMEHHBIX
uMeH Ha IP-aagpeca. Cxembl pa3pemieHusi JOMEHHBIX
uMmeH. IIporokon Wurepner Bepcum 6 (IPv6), ero
0COOCHHOCTH M OCHOBHBIE IIEJIM €r0 cOo3JaHus. 3aro-




Ne
pasznena Jauc-
LUIUIUHBI

HaunmenoBanue TeMbl
1 KpaTKoe CoAep KaHue 3aHATHUS

O0BeM,
aKaJl. 4achl

NunoBanuonHas
dbopma

noBok nakera IPv6. [lonsitue Mapuyrusanuu, ee BU-
nel. Tabnuma Mapmpytuszanuu. [IpoTokonsl Mapii-
pyTH3allid, OCHOBHBIE BUIBL.  JIMCTaHIIMOHHO-
BekTopHbIN TIpoTokoa (RIP). IlocTtpoenue Ttabmuir
Mapuipytuszanuu nportokona RIP. Apanramus RIP-
MapIIPYTU3aTOPOB K HM3MEHEHUSM COCTOSIHUSI CETH.
[Iporokon «coctosuus cesizeit» OSPF, meron kpart-
yaimero nytu (aaroputm JlelKcTpsl).

TpaHCHOPTHBIN U CEaHCOBBIN YPOBHH 3TAIOHHOM
MOJIeTIH B3aUMOJICHCTBUS OTKPBITBIX CHUCTEM
TpancriopTHBIM ypoBeHb STanoHHOW Mmozaenu OSI.
ITonsatue cokera. IIpoTOKOII MMOIB30BATENBCKUX ACH-
tarpamm (UDP). IIpoTokon moToka ympaBjieHUs Iie-
penaueit (TCP). 3aronoBok TCP-makera. [IpoTokon
TCP: ycranoBka W pa3pbiB COCAMHEHUS. SIBIEeHUE
neperpy3ku U OCHOBHBIE METOIbI OOpBObI ¢ Hell. [le-
perpyska: AIMD B ciydae 0JHOTO MOTOKAa U B CIIy-
Yyae HECKOJIbKUX MOTOKOB. YIIpaBJieHHE Nepenadeii B
TCP: angroputmbl Tahoe u Reno. CeaHcoBblii ypo-
BeHb 3TAI0HHOI Mozenu OSI, ero pynkuuu.

JIB

[IpencraBuTeNbCKUM YpoBEHb ceTeBor Mosienn OSL
be3omnacHOCTh 1 cOCOObI 3aIUTHI IAHHBIX B CETAX
9BM

be3onacHocTh M cocoObI 3alllUTHl JaHHBIX B CETSIX
OBM: meroasl mmu¢ppoBanus. OObyHOE MmUGpOBa-
Hue. PaccenBanne u mepememmBaHue. J[Ba OCHOB-
HBIX MIPUHIUNA MH(POBaHUS. ANTOPUTMEI C CEKPET-
HbIMU Kitoyamu (Anroput™m DES). Anroputmsl ¢
OTKPBITBIMU KJIFOUaMH. DJIEKTPOHHAS MOANUCH (TOJ-
MUCh C CEKPETHBIM KJIFOYOM, MOAMNHUCH HA OCHOBE OT-
KpbiToro kitoya). Cokparienue cooOmienus. Pazne-
JICHHE JI0CTYIa B CETSIX M 3aIIUTa OT KOMITbIOTEPHBIX
aTak. MexceTeBble 3KpaHbl U MX Buibl. CHCTEMBI
oOHapyXeHHs] W TpeAOTBpaIlleHUs KOMIBIOTEPHBIX
aTak. Meronpl OOHapy)KEHUS aHOMAIMA U 3JI0YIIO-
TpeOJIeHUI — OCHOBHBIE QJITOPUTMBI.

JIB

IIpuksiagHOM YPOBEHB STATOHHON Mojtean OSI.
Ciy>k0bl IPUKJIATHOTO YPOBHS.

Cnyx0a DNS: ocHOBHbIE (YHKIINHU, CTPYKTYpPHI JaH-
HBIX, IPUHIMIBI QYHKIMOHUpPOBaHus. OpraHnusarus,
(YHKIIMOHUPOBAHUE U OCHOBHBIE MTPOTOKOJIBI MTOYTO-
BOi ciyx0bl B Internet. Ciyxx6a FTP: opranusanus,
npotokos. Ciyx0a ynpaBlieHHs] CETbIO: OpraHu3a-
s, nporokon SNMP, crpykTypa 06a3bl JaHHBIX
MIB. Beo6-texnonoruu: IIporokon HTTP u ero 6e3-
omacHas BepcHus. TeXHOJIOrMM Ha CTOPOHE CepBepa:
CGI, moxynu nnsa BeO-cepBepa. AyTeHTH(PHKALUSA U
ynpasnenne ceancamu B HTTP. BeG-TexHomornn Ha
cropone kimenta: HTML, DOM, CSS, JavaScript
(AJAX), Java-anmetsi, Flash. Same Origin Policy.

JIB




Ne
pasznena Jauc-
LUIUIUHBI

HaunmenoBanue TeMbl
1 KpaTKoe CoAep KaHue 3aHATHUS

O0BeM,
aKaJl. 4achl

NunoBanuonHas
dbopma

Hctopus WWW. O6bektnas moaens HTTP - 3anpo-
cel, otBeThl, URL, 3aromoBku. Ce-MaHTHKa KOJIOB
HTTP-orBeroB. [{ukn o6paborkn HTTP-3ampoca Ha
cepepe. [lonstue xoctunra. Xoctunr u HTTPS.
HekoppekTHas 00paboTka BXOJHBIX JaHHBIX KaK OC-
HOBHOW  HEJOCTAaTOK  CYILIECTBYIOIIUX BeO-
npuiokeHui. [IpuMepsl HETOCTaTKOB U aTak HA HUX.
[Tpokcu-cepBepbl: BUAbI, pelIacMble 3aJauu. YIpaB-
nenue kemmmposannem B HTTP. Ilonstue xpocc-
noMeHHoro 3ampoca. Same Origin Policy: onpenene-
HUe, pelaeMble 3a-1auu, npumepbsl. MeTtoasl 06xoaa
SoP. O630p BeO-TeXHOJIIOTHH Ha CTOPOHE KJIMEHTA.
O030p TEXHOJOTHM IJIs1 TOCTPOEHUSI BeO-CEepBUCOB -
XML, SOAP, WSDL, UDDI. OcHoBHas ujes 1OJI-
X0Jla TPOrpaMMHUPYEMBIX KOMIBIOTEPHBIX ceTei
(ITIKC cereit). U3meHeHHs, BHOCUMBIE B CETEBYIO
UHPPACTPYKTYpy U 0OOpyIOBaHUE, TpeOOBaHUS
HAKJIaIbIBAIOTCA Ha 00OpYIOBaHME, MPEUMYIIECTBA
naHHOTO TMoaxona YcrpoictBo OpenFlow kommyTa-
topa. dynkimoHanbHOoCcTh OpenFlow kommyTaTopa.
Mapmpyruzanus B [IKC ceru. OGnaynble BeIYMCIIE-
Hus. CriocoOb! opranu3anuu. OCHOBHBIE MOJIENH UC-
110J1b30BaHNs. JIOCTOMHCTBA U HETOCTATKH.

4.3 3aHATHS CEMHHAPCKOI0 THNA

4.3.1 CeMmuHapbl, NPAKTHYECKHE 3aHATUS

Ne
pasznena Jauc-
[UTUINHBI

O0newm,
aKaj. 4achl

HanmeHnoBaHue TeMBI

U KpaTKoe Co/Iep KaHNe 3aHATHS
BCETO

B TOM
qucie
Ha
pak-
THYe-
CKYIO
MOAro-
TOBKY

WuaHoBanunoHHas
dbopma

Jnnamnueckas mapmpyrusanus. [IpoTokosisr 1
OSPF u EIGRP

KtCw™m

Crartndeckas ¥ AMHAMUYECKAs! TPAHCIISIIHS 1
cereBbix aapecoB (NAT)

0,25

KtCmMm

OO0ecnieyeHue TOCTYMa MOIb30BaTENIeH K CETH. 2
Crucku nocryna. [Iporokonst DHCP u DNS.

0,25

KtCMm

o~

[Tporokon IPv6 0,5

0,25

KTCMm

o~

[Tporokomnsr mapuipytuzaiuu IPvV6 0,5

KTCMm

[Tpotokon Frame Relay 1

0,25

KtCMm




4.4 CamocTosiTeJibHasi patoTa 00y4aroIuXCcst

Ne Ilepedyens BOIIPOCOB 11 O0bewM, dopma KOH-
pasznena auc-
CaMOCTOSITEIIbHOTO U3y4YCHHS aKaj. 4acel TPOJISL
[UIUTAHBI
1 N3yuenue ocHoBHBIX Komana Cisco 10S 30 KouTtposbHast
pabota Nel
2 K IPSec VPN 30
OH(HrypHpoBaie YeTHslit onpoc
Nel
3 Kondurypuposanue iptables 30 KoHTpObHas pa-
6ota Ne2
4 Kondurypuposanue pFsense 35 VeTHbIi onpoc
Nel

5 [lepeueHb y4eOHO-MeTOAMYECKOT0 O0ecredeHHs 1JIsl CAMOCTONATEILHOH padoThl 00y4aio-
IHUXCA M0 JUCIHHUILJINHE

Meroandeckue ykazaHus i1 00y4JaroImuxcs Mo OpraHu3aliid cCaMOCTOATENIbHON paboThI MO
JTUCIUIIMHE, BKIIOYasi MEPeUeHb TEM CaMOCTOSITENIbHON padoThl, (OPMBI TEKYIIETO KOHTPOJS IO
JUCIUIIIIMHE W TpeOOBaHMSI K WX BBIMOJHEHHUIO Pa3MEIICHBI B AJICKTPOHHOW WH(OpPMaIMOHHO-
obpasosatenbHoii cpeae CITIOI TU(TY) na caiite: http://media.technolog.edu.ru

6 ®oH/1 OLIEHOYHBIX CPECTB /AJIsl IPOBeIeHUsI MPOMEKYTOUHOI aTTecTalluu

HpOMC)KYTO‘-IHaH aTTeCTalud M0 AUCHUIIIMHE IIPOBOJAUTCA B BUAC DK3aMCHA.

DK3aMeH MpeaycMaTpUBaeT BHIOOPOUHYIO MTPOBEPKY OCBOCHHUSI MPETyCMOTPEHHBIX JIEMEH-

TOB KOMIIETECHIIUM 1 KOMIUICKTYIOTCS TECOPETHICCKUMU BOIIPOCaAMMU.

[Ipu choaue 3K3aMeHa CTYAEHT MOJIy4aeT TpU BOMpOca U3 MEPEeUHsl BOIIPOCOB, BpEMsl MOATO-
TOBKH CTYJICHTa K YCTHOMY OTBETY - 710 45 MuH.
[Ipumep BapraHTa BOIPOCOB HA HK3aMEHE:

1.
2.
3.

BapuanTt Ne 1

Monenu cereoro B3aumoneiictsus OSI ISO u TCP/IP.

OcHOBHbIE NPUHLUIIBI OpraHu3aluy U GpyHKIHOHUpoBaHUs VHTEepHETA.

Mopenu IP, TCP, UDP u ICMP cepBucos.

DOoH/J OLIEHOYHBIX CPEJICTB MO TUCIUITIMHE NpeacTabieH B [Ipunoxennn Ne 1

PCSYJ'II)TaTI)I OCBOCHUA TUCHUIIIIMHBI CUUTAIOTCA JOCTUTHYTBIMHU, €CJIN JJIS1 BCEX J3JICMCHTOB
KOMHCTGHHI/Iﬁ JAOCTUTHYT HOpOTOBLIﬁ YPOBCHb OCBOCHHA KOMIICTCHIHWU HA JAHHOM 3TaIl€ — OLICHKA
«KYOOBJICTBOPHUTCIBHO.

7 IlepeyeHb y4eOHBIX U3AAHUI, HEOOXOAMMBbIX JISI OCBOEHH S AU CUUIIMHBI

a) nmeyaTHbIe U3TAHMSI:
1. Tonosun, F0.A. Nudopmarmonnsie cetu: Y4YeOHUK U1 BY30B 10 HAIPaBJICHUIO MOATOTOBKU
«udopmarmonnsie cucrembl» / FO. A. T'omoBun, A. A. Cykonmukos, C. A. fxoBnes. -

Mocksa: Axagemus, 2011. — 376 c. - ISBN 978-5-7695-6459-8.

2. Omudep, B.I'. KomnprorepHble ceTH: TMPUHIIMITBI, TEXHOJIOTHH, TTPOTOKOJBL: Yued. mocodue s
By30B / B. I'. Omudep, H. A. Omudep. — 2-e uzn. — Cankr-IlerepOypr: Ilutep, 2004. — 863 c. -
ISBN 5-94723-478-5.

3. Omudep, B.I'. OcHoBHI cerelt nepenaun nanHbix: Kypc nekiuii. YaeOHoe mocodue Ui By30B
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http://media.technolog.edu.ru/

o cren. B obiactu uHdopmanmonHsix TexHosoruii / B. I'. Omudep, H. A. Onmudep; UutepHer
YH-T ©”HGOPM. TEXHOJIOTHH. - 2-€ u31., uctp. - Mocksa: Matepuer-YH-T UHpOpM. TexHomorui,
2005. — 172 c. - ISBN 5-9556-0035-3.
0) 2JIeKTPOHHbBbIE y4eOHbIe N3IaHUS:

1. Tenpbyx, C. C. Cetu OBM u TenekoOMMyHHUKAIIMA. APXUTEKTypa W OpraHU3aIus . yaeOHoe

nocobue / C. C. I'enp0yx. — Cankr-TlerepOypr : Jlans, 2019. — 208 c. — ISBN 978-5-8114-

3474-9. — Texkcr : snekrpoHHbIX // JlaHb : 37eKTpoHHO-OMOMMOTEeYHast cucrema. — URL:
https://e.lanbook.com/book/118646 (mata obpamienus: 30.04.2020). - Pexxum jgoctyma: 1mo
HOJIHUCKE.

8 Hepe'{eﬂb IJICKTPOHHBIX 06pa30BaTeJ’IbHLIX pecypcoB, H606XOL[I/IMLIX AJIsi OCBOCHUSA JUCIHIH-
IIJINHBI

yueOubiii mwian, PITJ] u y4ueOHO-MeTonmMYeckue marepuainsl: http://media.technolog.edu.ru
IIEKTPOHHO-OMOIMOTEYHBIC CHCTEMBI:
«DJIeKTPOHHBIN YuTaNBHBIH 321 — bubmuoTex» https://technolog.bibliotech.ru/;
«JIanby https://e.lanbook.com/books/.

9 Metoauyeckue yKkazaHus AJisl 00y4al0UXCsl 10 OCBOCHUIO M CIHHUIJIHHBI

Bce Buabl 3aHATHH O TUCHMIUIMHE «BblUnMCIUTENbHBIE CETH, CPEACTBA U CUCTEMBI CBA3HY
MIPOBOJISITCSI B COOTBETCTBUH ¢ TpeOoBanusmMu cienyrommux CTII:

CTII CIIGI'TU 040-02. KC YKIB. Buas! yueonbix 3anstuii. Jlekius. O0mue TpeOoBaHuS;

CTO CIIoI'TH 018-2014. KC YK/IB. Buapl yueOHbIX 3anaTuil. CeMuHaphbl U IPaKTHUECKUE
3aHATus. O61mue TpeOoBaHUs K OpraHU3alK U TIPOBEICHHIO.

CTII CIIOI'TH 048-2009. KC YK/IB. Bunel yue6HbIX 3aHsATH. CamocTosITeNbHAS TIaHU-
pyemast pabota cTyaeHToB. O6uue TpeOoBaHUs K OpraHU3allK U IPOBEICHHIO.

[1nanupoBaHue BpeMeHH, HEOOXOIMMOT0 Ha U3y4YE€HHE JAaHHOW JHUCUUIUIMHBI, JyYIlle BCEro
OCYILIECTBIISATh HA BECh CEMECTP, IPENYCMATPUBAs IIPH 3TOM PETYIISIPHOE IOBTOPEHNE IPOMICHHOTO
MaTepuaia.

OCHOBHBIMH YCJIOBUSIMU NPAaBUIILHONW OpPTraHM3allviy y4eOHOro Ipolecca JUisl CTYJAEHTOB SB-
JSeTCS:

IJIAHOBOCTh B OpraHU3aluu y4eOHOM paboThI;

CEpbE3HOE OTHOIIECHNE K U3YUYEHUIO MaTepHaa;

MOCTOSIHHBIN CAMOKOHTPOJIb.

Ha 3aHsATHSA CTYAEHT JOJIKEH IPUXOAUTH, UMES 3HAHUS 110 YK€ U3YUEHHOMY MaTepuaiy.

10 ITepeyenb MHGOPMALMOHHBIX TEXHOJIOTHI, HCIOJIB3yEeMbIX IIPH OCYLIECTBJICHHH 00pa30-
BaTeJILHOIO0 Npouecca Mo JUCHHILIUHE

10.1 UudopmanmoHHbIe TEXHOJIOTUH

B yuebGHOM mpoliecce Mo MaHHOW MUCHUILIMHE MPEAyCMOTPEHO MCIOJIb30BaHUE MH(OopMa-
HAOHHBIX TEXHOJOTUM:

YTEHHE JICKIIUN C UCTIOJIb30BAHUEM CIIal1-TPE3EHTALINH;

B3anMo/IeiicTBHe ¢ oOydaromumucs nocpeacrsom SMOC.

10.2 lIporpaMmMHoe obecnieueHne
Riverbed Modeler Academic Edition, Cisco Packet Tracer Student.

10.3 ba3bl JaHHBIX U HHPOPMAIIMOHHBbIE CTIPABOYHbIE CHCTEMbI
CrnpaBouHo-nouckoBas cucrema «Koncynbrant-ITnrocy.
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http://media.technolog.edu.ru/
https://technolog.bibliotech.ru/;
https://e.lanbook.com/books/

11 MartepuajbHO-TeXHHYeCKast 0a3a, He00X0AMMAs IJIsl OCYLIeCTBJICHHS 00pa30BaTeIbHOIO
npouecca no AUCUMILINHE

JUis BeieHMs JIEKLMOHHBIX M NPAaKTUYECKUX 3aHATHHM UCIONIB3YyeTCs KOMIIBIOTEPHBIN Kilacc,
OCHaLLIeHHBIfI OGT:GI[I/IHCHHLIMI/I B CCTh NICPCOHAJIBHBIMH KOMIIBKOTCPAMH, O60py,[[0BaHI/IeM U TCXHH-
YECKMMH CPEACTBaMU 00y4eHHUs1 Ha HEOOXOAMMOE KOJIMUYECTBO MOCAI0UHBIX MECT.

12 Oco6eHHOCTH OCBOECHHS TUCIUIITHHBI HHBAJINIAMHU U JIMIAMH C OTPAHUYE€HHBIMHU BO3-
MO’KHOCTSIMU 310POBbSI

JUis MHBAIUMIOB M JIMIl C OrPaHUYEHHBIMH BO3MOXKHOCTSAMM Y4eOHBbIE MpoIliecc
OCYILIECTBIIsIETCS B COOTBEeTCTBMHM ¢ [lomokeHneM 00 opraHm3anmuu ydeOHOTrO mporecca s
00y4YeHUs] MHBAIMJIOB M JIMIl C OTPAHUYCHHBIMH BO3MOXXHOCTAMH 3710poBbsi CIIOI TU(TY),
yTBEPXACHHBIM pekTopoM 28.08.2014 r.
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[Tpunoxenue Ne 1

K paboyeil mporpaMme AUCHUIIIHHEL
DoH/I OLIEHOYHBIX CPEICTB
JJIs1 MPOBe/IeHUsI IPOMEKYTOUYHOM aTTeCTALNHU 110

AUCIHHUIIIINHE «BpruncanTenabHbIE CE€THU, Cpeacrea 1 CUCTEMbI CBA3H»

1 TIlepeyeHb KOMIETEHUHA U 3TANOB UX (hopMHUPOBAHMSI.

HNupnexc
a Conepxanne’ Drtan GopMHUPOBaHUS
KOMIIETEHIIUU
[1K-4 CriocobeH BBIOJHATE PabOTHl MO OOCITYKHBAHUIO IIPOMEKYTOYHBIN
IpOrpaMMHO-alapaTHBIMK  CPEACTBAMHU CeTel U
UH(POKOMMYHUKAIHH

! KUPHBIM IIIpI/I(l)TOM BbIJACJICHA Ta YaCThb KOMIETCHI MU, KOTOpas (1)OpMI/Ipy€TCH B XOJ¢€ U3YyUYCHUA I[aHHOﬁ JUCHMITIN-

HBI (€CJIM KOMIIETCHIIHSI OCBAUBACTCS MOHOCTBIO, TO HPAarMeHThI)

2 51an (popMHUPOBAHHS KOMIICTEHIIHH BEIOHpaeTcst 1o 1. 2 PIIJI 1 yueGHOMY MiaHy (HAYaIbHBIA — ECIIH HET HpeJIie-
CTBYIOIMX AMCIMIUINH, UTOTOBBII — €CIIM HET MOCJIEAYIONNX AUCIMIUIMH (WM KOMIIETEHIMsI He ()OPMUPYETCS B X0/
npakTuky win ['MA), mpomexyTouHslii - Bce Apyrue.)
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2 Tloka3aTe/JM M KpUTEPHUH OLleHUBAHMS KOMIIETEHIUI HA PA3JIMYHBIX 3Tanax ux GopMHPOBaHMS, KA OLleHUBAHUSA

Konx u HaumenoBanue
WHJIMKATOpa J0CTHU-
JKEHHST KOMIIETEHIIUN

[Tokazarenu
c(hOpPMUPOBAHHOCTH
(mecKpunTOpHI)

Kpurepunit
OIICHUBAHUS

YPOBHU COOPMMUPOBAHHOCTHU
(omucanue BBIPAXKEHHOCTH JIECKPUIITOPOB)

«yIOBJICTBOPHUTEIIHHOY
(TTOpOTOBHIii)

«XOpOIIIOY
(cpenuuii)

COTIIMYHOY
(BBICOKH

I1K-4.3
CriocoOHOCTEL BBIIOJ-
HATH PabOTHl MO 00-
CITY>KMBaHHIO po-
IrpaMMHO-
amnmapaTHBIMH  Cpel-
CTBAaMH CeTeH W WH-
dboxoMMyHUKALIUN

IpaBuiabHO onpenensier
OCHOBHBIC TEXHUYCCKHUEC
CpeICTBa pEIICHUS 3ajau:
KOMIBIOTEP U KOMIIBIOTEP-
Hble TexHosoruu (3H-1)

AHau3upyer  BBIYHCIU-
TEJbHBIE CETU KaK €IUHOE
L[EJI0€, Y4YUTBIBAs B3aUMO-
CBA3b MEXIY DJJIEMEHTaMu
cucrem. (V-1)

JIeMOHCTpHPYET  HaBBIKU
BJIQJICHUS  TEXHOJOTUSIMU
KOMIIBIOTEPHOTO  UCCIIEL0-
BaHUsl HAJEKHOCTU BbIUHC-
autenbHbIX ceteit (H-1)

OtBeTbl Ha BO-
npockl Nel-35 k
IK3aMEHY

3aTpyAaHSETCS B YETKOM
OTpe/eNIieHuU TeXHHUYe-
CKHX CPEJICTB PCIICHHS
3a1a4: KOMIBIOTEpa U
KOMITBIOTEPHBIX TEXHO-
JIOTUM

Ormpenenser OCHOBHBIE
TEXHUYECKHE CPEJICTBA
pelieHust 3aaady: KoM-
NBIOTEPA U KOMIIBIO-
TEPHBIX TEXHOJIOTUI

JleMoHCTpHpYeT Ti1y0o-
KHE 3HAaHHMS TEXHHUYE-
CKHM€ CpeICTBa pellle-
HHS 3a/Ja4:. KOMIIbIOTE-
pa ¥ KOMIBIOTEPHBIX
TEXHOJIOTHI

C ommbOkaMy aHaIU3HU-
pYeT BBIYUCIUTEIbHBIC
CETH KaK €JIMHOE IIEJI0E,
HE BCerga Y4YHUTHIBas
B3aUMOCBS3b MEXTY
DJIEMEHTAMU CHCTEM.

C mopackazkaMu Tperno-
JaBareis aHaJUu3UupyeT
BBIYUCIIUTCIIBHBIC CCTU
Kak eIMHOE  IIeIoe,
YUUThIBAsA B3aUMOCBA3b
MEXITY JIIeMEHTaMU
CHCTEM.

YBEpEHHO aHAIM3UPYET
BBIUUCIIUTENIbHBIE CETH
KaKk eIuHOE  LEIoe,
YUUTBIBAsl B3aUMOCBS3b
MEXTY AIIEeMEHTaMU
CHCTEM.

JeMoHcTpupyeT — cia-
Oble HaBBIKH BJIAJCHUS
TEXHOJIOTUSIMA  KOMIIb-
IOTEPHOTO  HMCCIIEeA0Ba-
HUS HaACKHOCTHU BbI-
YUCIUTEIBHBIX CETEH

JlemoHcTpupyer 6a30-
BbI€ HABBIKU BJIAJICHUS
TEXHOJIOTHSIMH KOMIIb-
IOTEPHOTO  HMCCJIEI0Ba-
HHUS HaJEKHOCTH BBI-
YHCIINTENbHBIX CeTEH

YBEpEHHO [EMOHCTpPHU-
pyeT HaBBIKU BIIQJICHUS
TEXHOJIOTHSIMHU KOMIIb-
IOTEPHOTO  HCCIIeI0Ba-
HUS HAJE)KHOCTH BEI-
YHCIINTENbHBIX CeTEH

[Mkana ouenuBanus coorBercTByeT CTO CIIOI TU(TY):
[[Ixona oreHMBaHMSI HAa SK3aMEHE — OAITbHAS («KOTIUIHOY, «XOPOIIIOY, «YIOBICTBOPUTEIHLHOY», KHEYTOBIECTBOPUTEIHLHO)
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TunoBbie KOHTPOJIBHbBIC 3aJaHUA AJIHA MPOBECACHUA l'lpOMC)KyTO‘[HOﬁ aTTeCTAallMu

[Iepeuens BOITPOCOB HA IK3AMEH:
a) Bonpochl 1151 OLlEeHKH 3HAHM, YMEHUIl U HABBIKOB, C(DOPMHUPOBAHHBIX Yy CTYyJ€HTA

mo komnerennuu IK-4:

1.
2.

Nogakow

© o

10.
11.
12.
13.

14.
15.
16.

17.
18.

19.

20.

21.
22.
23.
24,

25.

26.

217.

28.

[Ipeanoceuiku nosiBieHus cereidi 9BM u pa3zButusi MHPOPMAIIMOHHBIX TEXHOJIOTHIA.
OCHOBHBIE ABIDKYIIUE CHJIIBI Pa3BUTHA HMH(GOPMAIMOHHBIX TEXHOJIOTHH (3akoH Mypa u
3aKoH [ 'mnaepa).

KTo, kak u ans yero ucnonb3yet Cetb: UnTpaner?

Ko, kak u maiist uero ucnonnizyet Cetb: B2B?

Kto, kak u ans yero ucnonb3yet Cetb: B2C 1 351eKTpOHHOE MPAaBUTENHCTBO?

Ko, xak u st yero ucnonsiyer Cerb: C2C?

OCHOBHBIE JBIKYIIME CHUJIBI Pa3BUTUS HWHOOPMAIIMOHHBIX TEXHOJIOTHM (MHXKEHEPHs
MIPOTPaMMHOTO 00ECTICUCHHS ).

CepBuc OpUEHTUPOBAHHbBIE APXUTEKTYPBHI.

Mogenu ceresoro B3aumogueiicrsust OSI ISO u TCP/IP.

OcHOBHBIE IPUHIIMITBI OpraHU3anny 1 QyHKIHOHNpoBaHus MHTEepHeTA.

Mogenu [P, TCP, UDP u ICMP cepBucos.

[TonsaTnsa nmenu u anpeca B MHTEepHeTE.

Cnoco0 koMMyTalMu MOTOKOB JaHHBIX B MHTepHeTe. Bunbl 3amepkek mepegaun JaHHBIX
P MAKETHON KOMMYTaI1H.

CereBble KOMMYTATOPBL. MapIpyTHu3anus no coeguHstonemy aepepy (nporokon STP).
[TpoToKOIIBI I BHICOKOCKOPOCTHBIX JOKaibHbIX ceTelt (Fast Ethernet, Gigabit Ethernet).
CereBoil ypoBeHb B MHTepHeT: anpecaums, nporokon IPv4, mnportokonst ARP, RARP,
DHCP.

CereBoil ypoBeHb B IHTEpHET: aapecanus, npoTokon [Pvé.

be3onacHOCTh M cIOCOOBI 3alIUTHI JTaHHBIX B ceTssx DOBM: Meronbl mmdpoBanus. O6b14HOE
mudpoBanue. PaccenBanne u mepeMerinBaHue. J[Ba OCHOBHBIX MpUHIMNA IH(pOBaHUS.
Anroput™bel ¢ cekpeTHbIMU Kiatodamu (AnroputM DES). Anroputmel ¢ OTKpPBITBIMU
KJIFOUaMH.

be3onacHocTh M crmocoObl 3alUTHl JaHHBIX B ceTsix OBM: mpoTokosbl ycTaHOBIIEHUS
MOAJTUHHOCTU JOKYMEHTOB M TMOJb30BaTeNel (ayTeHTH(HUKAIUMs HAa OCHOBE 3aKpPBITOTO
pasnensieMoro kiroua, npotokon udbdu-Xennmmana). DaekTpoHHAs MOANKUCH (TOIMUCH C
CEKPETHBIM KJIFOUOM, IOJHCh Ha OCHOBE OTKPBITOro Kitoua). CokpalieHre COOOIeHNUS.
be3onacHocTh 1 cocoObl 3alIMThl JaHHBIX B ceTsix OBM: pasaenenue nocryna B ceTsiX U
3aIUTa OT KOMIIBIOTEPHBIX aTak. MekceTeBble SKpaHbl U UX BUABL. CHCTEMBI OOHAPYKEHUS
U TpPEeJOTBpAIlCHHs KOMIBIOTEPHBIX aTak. Meroabl OOHapyKeHUs aHOMaluil u
37I0YMOTPEOIEHUI — OCHOBHBIE QJITOPUTMBI.

Cayx6a DNS: ocHOBHBIE (QYHKIINH, CTPYKTYPbI IaHHBIX, IPUHIUIBI (PYHKIIMOHUPOBAHUSI.
Opranuzanus, GyHKIIMOHUPOBAHKUE U OCHOBHBIE TPOTOKOJIBI MOYTOBOH ¢y 05l B Internet.
Cnyx6a FTP: opranuzanus, mpoToKoJ.

Cnyx0a ympaBlieHUs CeThIO: opraHu3anus, nmpotokon SNMP, crpykrypa 0a3bl JaHHBIX
MIB.

Be6-texnonoruu: Ilpotokon HTTP u ero 6e3omacHas Bepcus. TexHONOrMH Ha CTOpPOHE
cepepa: CGI, momynu mns BeO-cepBepa. AyTeHTHUKAMS W YIpaBlIeHHWE CEaHCAMU B
HTTP.

Be6-Ttexnomornn Ha cropone kimmenta: HTML, DOM, CSS, JavaScript (AJAX), Java-
amutetsl, Flash. Same Origin Policy.

Uctopus WWW. O6bextHas momenr HTTP - 3ampocer, otBerbi, URL, 3aronoBku.
CemanTtuka koo HTTP-oTBeTOB.

Meroasl oobenuaeHuss HTTP-3anpocoB B ceancel. Cookies. [lommenka 3ampocoB Mexmy
calTamu, METObI IPOTUBOICUCTBHUS.



29. Hukn obpabotku HTTP-3ampoca Ha cepBepe. Ilonstue xoctunra. Xoctunr u HTTPS.
HekoppekTHas 00paboTka BXOJHBIX JaHHBIX KaK OCHOBHOM HEIOCTATOK CYIIECTBYIOLIMX
BeO-mipriioxkeHui. [Ipumepsl HEOCTaTKOB U aTak Ha HUX.

30. IIpokcu-cepBepbl: BUIBI, peliaeMble 3a1aun. Y npasieHue kemupoBanuem B HTTP.

31. TlousTue kpocc-goMeHHoro 3amnpoca. Same Origin Policy: onpenenenue, pemaemMbie 3a1a4H,
npuMepsl. MeTtoasl 06xoma SoP.

32. O630p BeO-TexHOJIOTHI Ha CcTOpoHe KiaMeHTa. O030p TEXHOJIOTHH Ui MOCTPOSHHs BeO-
cepucoB - XML, SOAP, WSDL, UDDI.

33. OcHOBHas wujaes NOAXoAa NporpaMMupyembix kommnbloTepHbIX cereit (IIKC  cereit).
W3meHnenus, BHOCHMBIE B CeTeBYIO HHMpacTpykTypy U oOopynoBaHue, TpeOOBaHU
HaKJIapIBAIOTCS HA 000pYyJ0BaHUE, TPEUMYILIECTBA JAHHOTO MOAX0/a

34. YcrporictBo OpenFlow kommyrtaropa. ®@ynkuwonamsHocTh OpenFlow — kommyTtaTopa.
Mapmpyruzanus B [IKC cetu.

35. O6naunbie BbruuciaeHus. CrmocoObl opraHuzanuu. OCHOBHBIE MOJENIU HCIOJIb30BAHUS.
JlocTOMHCTBA Y HEOCTATKU.

K »sKx3ameHy JomyckaroTcs CTYAEHTHI, BHIIOJHUBIINE BCe (POPMBI TEKYIIEro KOHTpos. [Ipu
cZa4e dK3aMEHa, CTYAEHT I10J1y4aeT TPU BOIPOCa U3 IIEPEYHs, IIPUBEACHHOIO BBILIIE.
Bpems noaroToBKu CTyJeHTa K YCTHOMY OTBETY Ha BOIIPOCHI - 10 45 MUH.

TeMmbl U coiep:kaHue KOHTPOJIbHBIX padoT
KonTtpouabnas pa6ora Ne 1

Jnst moacern 192.168.43.64/26 onpenenuts:

MacKy MOJCETH

wildcard

MHHUMAJIBHBIA aJIpec XO0CTa

MAaKCHUMAaJIbHBIN aJpec X0CcTa
LIMPOKOBEIIATENBHBIN aJpec

MaKCHMaJbHasi KOJINYECTBO y3JIOB B MOJICETH.

KonTtpoubnas pa6ora Ne 2

Be6-cepsep «A» ¢ IP-agpecom 192.168.10.80/24 pacrnosnoxeH BHYTpU KOPIOPATUBHOU ce-
TH W TOAKIIOUaeTcs K cetd HHTepHeT ¢ dYepe3 mDmo3 mo ymonuaHuio «B» ¢ agpecom
192.168.10.1/24. TlpuBectn mepeveHb KoMaHA Al KoH(urypuposanus iptables cepsepa «C» Ha
6aze OC Linux c¢ BuyrpeHauM aapecom 192.168.10.2/24 u Buemnum aapecom 82.137.162.20/24
JUIs myOnukanuu Bed-cepepa «A» B ceTd MIHTepHET, Ipu YCIOBUH YTO JIOCTYII K TaOiIMIaM Mapii-
pyTH3annu cepBepa «A» OTCYTCTBYET.

4 MeToanuyeckue MaTepuabl IS onpeaejeHusl MPoUeayp olleHMBAHUs 3HAHUIA, yMe-
HHUH M HABBIKOB, XapPAKTEPHU3YIOIIHX ITaNbl (POPMHUPOBAHUA KOMIIETCHIMH.

HpOMe)KYTOLIHaSI arTecTanus 1Mo JUCHUIITIMHE ITPOBOJUTCA B COOTBETCTBHUU C Tpe6OBaHI/I$IMI/I
CTIIL:

CTO CII6I'TU(TY) 016-2015. KC YK]IB Ilopsimok mpoBeAeHHS 3a4€TOB M DK3aMEHOB.
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